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RHCES: RHELS

RHEL7  ##s A0 77 [7)

RHELS  H 37 7]

RGEM 1 RGEEH2  RHEEH3

M o B EE RO

A8 : 6.5 /NEF (RHCSA 2.5 /NEF; RHCE 4 /NE)
EF: 09:00-12:00 R4 13:30-16:30

Me E: 18:30-20:30 (Z:>1%H S 1A])

AEEH 1 (RH124)
foundationX #JFENL, ¥ H KWM Eflik

VIRTUAL MACHINES PROVIDED

VMNAME #CPUS RAM PLATFORM
classroom 1 1GB RHEL 8.0 (instructor only)
bastion 1 1GB RHEL 8.0
workstation 2 2GB RHEL 8.0
servera 1 1GB RHEL 8.0
serverb 1 1GB RHEL 8.0
serverc 1 1GB RHEL 8.0
serverd 1 1GB RHEL 8.0

A NOTE ABOUT HARDWARE REQUIREMENTS

The instructor and each student in this course should have a single
machine with multiple CPUs and 16GB of RAM. SSD CPU
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[kiosk@foundation0 ~1$ rht-vmctl reset all HERSZIGIALE, VK EHLPIR
Are you sure you want to reset bastion workstation servera serverb serverc
serverd? (y/n) y

Powering off bastion..

Powering off workstation..

Powering off servera..

Powering off serverb..

Powering off serverc..

Powering off serverd..

Resetting bastion.

[kiosk@foundation0 ~]$ rht-vmctl reset all W KFEXR EIRFITATZ

é\

S ZLIRARMERR LINUX AT

LINUX Hik, M HAEHZ

LINUX F¢ sz LINUX RISk ATH N BRBRIRIE RS
RHELS  OpenShift (PAAS) S2I Docker+K8S  OpenStack  (IAAS)
Cent0S etk 5T %A

https://access. redhat. com F#FZM FHRE

B YA AT

B LINX &24t: (KEHPHEINES
1. B S F Login &%

2. FRFEE R Login 2

SEUG P 4 A58 : workstation servera  serverb  serverc  serverd
H 44 :root 0. redhat
P % :student Z1%: student
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[kiosk@foundation0 ~]$ ssh root@servera
[root@servera &

4 5% SHELL?

SHELL 5#1F R Ge ol v 22 B 2

SHELL & — M in & ffkeas (B , MR A2

H P i N — 24, SHELL EREHAT a4, LRIFEIN, Z2H

N AR

A R4S (SHELL)
R0 (N
T -

SHELL f#4£ THRIE R G RSNR, T SR BTG, B N dr & iRess
BAERGE, JFEBESREFENRIE RGN R I ER, AR5 fay th 45 R [ml 45

5 FH FH P 2 AN 05 45 5% 21 LINUX R G2 Ja B A AR #2 i SHELL @R I AT

2% ] SHELL % F&
SHELL JHIASIE = 2528 LINUX/UNIX RS Q3L 4E 4 TAE

[root@servera ~|# echo $SHELL ERiA SHELL
/bin/bash

[root@servera ~J# cat /etc/shells
/bin/sh

/bin/bash

/usr/bin/sh

/usr/bin/bash

/usr/bin/tmux

/bin/tmux

Bash $&/~1F:
[root@servera |#

# L3 ROOT FH %3 SHELL BU3E R4 B HE B3R AT

[student@servera ~|$
$ ARFEE ROOT HH & 5% SHELL I3 /R5F CGEEHH P H#ERET)
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fH2 2 SHELL JIA 2
A ANTEMAAT FHAT, M iE— T SR AT
FEE S0 f: SHELL JHIAS

B OMBREHE WA 1

cd /var/log

cat /dev/null > messages
echo “Logs cleaned up”

# A RN ER HEEA A 2

#!/bin/bash

LOG DIR=/var/log

ROOT=0

IF [ “uid” —ne $ROOT ]

Then

Echo “Must be root to run this script”
Exit 1

fi

cd $LOG DIR || {
echo “Cannot change to directory”
exit 1

}

Cat /dev/null > messages && {
Echo “Logs cleaned up”
Exit O

}

Echo “Logs clean up fail”

Exit 1

i AiE:: rht-vmetl

i by, AL S5
Useradd -s /sbin/nologin

A —ANHATIET, TLGRIEA, W] BLE b n AT IR T
EI: Kk —shell LT —s

4. AU AR

Useradd -s /sbin/nologin -u 2000 -d /tmp/Natasha

[root@servera |# ls - la s -1 -a
[root@servera |# ls - -shell

LEPER TINEIER O EARS & -4
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i iR ZH
[kiosk@foundation0 ~]$ rht-vmctl reset all
fullreset reset start stop

poweroff  save status view

[root@servera ~J# nmcli

agent device

connection general

help networking

monitor radio

[root@servera |# systemctl

add-requires
add-wants
cancel

cat
condreload
condrestart
condstop
daemon-reexec
daemon-reload
default
disable

edit
emergency
enable

exit
suspend—then—hibernate
force—reload
get—default
halt

help
hibernate
hybrid-sleep
import—environment

BASH SHELL ZhfE:
1 &k

is—active
is—enabled
is—failed

isolate
is—system—running
kexec

kill

link
list—dependencies
list—jobs
list—machines
list—sockets
list—timers
list—unit—files

mask
poweroff
preset
preset—all
reboot
reenable
reload

[root@servera J# history

[root@servera J# 11 .bash history

FA 2P IR H R LB R B4

TP e T INBRIPER R ARRS &

reload-or-restart

rescue

reset—failed

restart

revert

set—default

set—environment

set—property

show

show—environment

start

status

stop

suspend
list—units

switch-root
try-reload-or-restart
try-restart

unmask
unset—environment

7E SHELL F AT i) & A7 i 15 1% A

1 root root 70 Apr 12 11:08 .bash history
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RS A ctrlr

[root@servera ~|# env |grep HIST
HISTCONTROL=1ignoredups
HISTSIZE=1000 BRIALRAF 1000 4>dr 4

[root@servera ~]# HISTTIMEFORMAT="%F %T ”~

[root@servera ~|# cat .bash profile
# .bash profile

export USER IP="who —u am i 2> /dev/null |awk ’ {print $NF}  |sed -e
"s/L01/ /g
export HISTTIMEFORMAT="%F %T $USER IP: whoami ~
# Get the aliases and functions
if [ -f "/.bashrc ]; then
~/.bashrc
fi

# User specific environment and startup programs

PATH=$PATH: $HOME/bin

export PATH

[root@servera ~J# source .bash profile
[root@servera J# history

HISTCONTROL=ignorespace fr2 IRz H %
[root@servera |# useradd Robert

2 mAHA
[root@servera J# alias p="ps axo pid, comm, nice”
[root@servera J# p

3 AN SRS Far AR (RUdERTH LA FE R AT 4D
Tab

[root@servera ~|# user

L3R ER T INEZIER AR RS R - 6 -
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useradd userdel userhelper wusermod users
[root@servera J# passwd

A5 FH S THI U 0] A 27
4T 8 RHELS BRI\ S GNOMES —— Wayland (BRIA) $24E B AL O AE 22
RHEL7 X-Window System (ERIN) F& AL AL IFIHE 22

Alt+f2  gnome—terminal

[root@servera ~|# rpm —qa |grep bash—completion (Rt T Ay 2-*N5IhRE
bash—completion—2. 7-5. el8. noarch

Pk 7 iR

Ctrl+a BkE|ay 2471k

Ctrl+e kB A1THIRE

Ctrl+u Fehrib ) 24T L TN &5
Ctrl+k Fehrid fdr 21T R BRI N A TE
Ctrl+ Bk2|ar 47 —F 1k

Ctrl+ Bk 1TH F—F KRR

Ctri+r 7EPI il AI R A RE B4

= N ATE

[root@servera ~]# mandb

[root@servera ~]# whatis Is

1s (1) - list directory contents
1s (1p) - list directory contents

[root@servera ~|# 1s
anaconda—ks. cfg original-ks.cfg
[root@servera |# ls -a

anaconda—ks. cfg .bash logout .bashrc . lesshst . ssh .V
iminfo
. bash history .bash profile .cshrc original-ks.cfg . tcshrc

[root@servera ~|# whatis pwd BHEN4HET L/EHZ
pwd (1) - print name of current/working directory
pwd (1p) - return working directory name
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Linux RGHRES, — P18 CfF

/
/boot (RG 5| F3C4F)  /dev (& &XH)  /root (B IEKH ) /home (FiH
HAPrZxEHEsx ) /var(HE) Jete(BE X)) /tmp (IEE H )

[root@servera " J# whatis cp FEHTEHICIEEHZ
cp (1) — copy files and directories
cp (I1p) — copy files

[root@servera ~J# cp /etc/passwd /tmp/
[root@servera J# cp /etc /tmp

cp: —r not specified; omitting directory ’/etc’
[root@servera J# cp —r /etc /tmp Ei#lHZ

-r, —recursive 4

—a, ——archive  &fillHZ, RECHEME

Rsync ##f#&n TH, WEHM (rsync Hik)

[root@servera ~J# whatis rsync

rsync (1) —a fast, versatile, remote (and local) file—copying
tool

rsync Ml ep\tar #ARHEATHLES, rsyne @AatER . &UrEER. L E

[root@servera ~J# mount 172.25.254.250:/content /mnt
[root@servera isos]# pwd

/mnt/rhel8. 0/x86 64/1isos

[root@servera isos]# rsync -P rhel-8.0-x86 64-dvd.iso /tmp
rhel-8. 0—x86 64-dvd. iso

-P  same as ——partial - progress

[root@servera J# whatis mv XCHFELHFEAAL 5]
mv (1) - move (rename) files
mv (1p) - move files

[root@servera J# mv original—ks.cfg ks
[root@servera ~|# whatis rm MH& S

rm (1) - remove files or directories
rm (1p) - remove directory entries

L3R ER T INEZIER AR RS R - 8 ]
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[root@servera ~|# alias |grep —i rm

. b )
alias rm= rm —i

_f’
-T,

—force
R, kR H 3%

remove directories and their contents recursively

——recursive

[root@servera ~J# rm —rf anaconda—ks.cfg

W HHE: [root@servera ~J# rm —rf anaconda—ks. cfg

[root@servera J# whatis touch

touch (1) — change file timestamps

touch (1p) — change file access and modification times
[root@servera ~J# touch /etc/newpw

[root@servera J# whatis mkdir

mkdir (1) - make directories

mkdir (1p) — make directories

mkdir (2) - create a directory

mkdir (3p) - make a directory relative to directory file
descriptor

[root@servera ~J# mkdir /cache

—p TR HKATRAAE, DEAERHUHE — 1

[root@servera

“1# mkdir -p /A1/B1/C1l

-m, —mode=MODE 1% & AR

[root@servera
[root@servera
drwxrwxrwx. 2

[root@servera

“T# mkdir —m 777 /tools
“I# 11 —d /tools
root root 6 Apr 12 13:58 /tools

“1# mkdir -v /tools/redhat

mkdir: created directory ’/tools/redhat’

FHXS BR AL AN 2630 A2
xtite L/ IR IR

[root@servera
[root@servera

TP e T INBRIPER R ARRS &

“1# cd /usr/share/doc
docl# cd zip/
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Pl a7 TAF H ¢
[root@servera J# cd /usr/share/doc/
[root@servera docl# cd

[root@servera |# cd ~student cd /home/student

"7~ home H3%

[root@servera student]# 1s —a

. .. .bash history .bash logout .bash profile .bashrc
. RONUATAE B3R

. BRHFMERN E—EHX

[root@servera student]# cd ..

T AT S
cp: BHICfF. B
mv: BN Hx
rm: MHERSCH. Hg
mkdir: GI%HZ
rmdir: MHERZHF

#55 2 IG T T

* B EANBE 2 AR/ 2 R AT A R R

? AL —DFRF

TOMETH M EE S

“username username 7Y F H S

T+ MET TAEE R

- F—TAiEHS

[abe. .. ] FEEAIZEA FUEMA—DNFRF
[labe. .. ] AEFEEIZEA PR —NFRF

[root@servera |# touch {a,b,c,d}. txt
KFETH LUE 5 B S5 R A TT R
[root@servera ~|# touch {e..h}.txt

i SCAH A 2R
*RNENH L MEE LR
[root@servera device—mapper]# grep —i vda *

30 mAER

[root@servera device—mapper|# echo hostname
servera. lab. example. com

[root@servera device—mapper]# echo $(hostname)
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servera. lab. example. com

\ f£ BASH SHELL R NHE SC74F, ERRFATRIRE

[root@servera ~]# echo $USER
root

[root@servera ~J# echo \$USER
$USER

[root@servera # 1s -1 \

> /home

total 0

drwx————— . 2 devops devops 62 Apr 12 09:55 devops
drwx————— . 2 king king 62 Apr 12 11:29 king
drwx————— . 2 robert robert 62 Apr 12 11:30 robert
drwx————— . 2 student student 83 Apr 12 11:06 student

FIUE ZEL0NE LINUX SR 3B ES B

[root@servera J# whatis s
1s (1) - list directory contents
1s (1p) - list directory contents

mandb A1) % 5 5 T F R 5

man J& manual 4’5 linux R4t P AL B2
/usr/share/man H3% A fin4 il B SCRY

Executable programs or shell commands iE 2 HI#HE B
System calls (functions provided by the kernel) FR Gt open write
Library calls (functions within program libraries) FEWJVEHTF&AAN

Special files (usually found in /dev) ik 4
File formats and conventions eg /etc/passwd SCAFRIMEES, ARSI SC
&R B X
6 Games JIExK
7 Miscellaneous (including macro packages and conventions), e.g.
man(7), %%, A&

groff (7)
8 System administration commands (usually only for root) HRZHEHH
s
1 5)

O‘I»—lkEHOJ[\’)r—A

8
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man [FEY] w4

/string HRFFFE, CHFIEN
n F—ANEERNFRTEH

N bE—ANEERNFARTE

q BH

-k, ——apropos

Equivalent to apropos. Search the short manual page
descriptions for

keywords and display any matches. See apropos(l) for
details.

man -k keyword 4 F SC B8 ] $4 2R SCAY

man + fy% 158

man 1 cat cat fiy&H%

man -a cat PTHEEY

man -k passwd WL E passwd B SCH

[root@servera J# ls -help

LINUX $2 6t 1 Pl 2

1 SHELL J#Bar4, Wl: echo shell Ij\]ﬁlzzl-‘?ﬁ%@\ A

2 SHELL E@%*Buné\ UWi:1s shell REAFEHE, HERIET shell HH

[root@servera ~J# which echo

/usr/bin/echo

[root@servera J# mv /usr/bin/echo /tmp

[root@servera J# echo Welcome to CLOUDSHELLEDU Training

Welcome to CLOUDSHELLEDU Training

[root@servera ~J# 1s

—-bash: /usr/bin/ls: No such file or directory

[root@servera ~]# echo $PATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/root/bin
[root@servera ik
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/root/bin:/tmp
[root@servera J# s

a. txt b.txt c.txt d. txt e.txt f.txt

AN T4 1s - help
N#Ea2  help 1s

man bash B FTH N w4
man AN X 73 P A FT AN a4
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[root@servera k- 11
/etc/sysconfig/network—-scripts/ifcfg—Wired connection 1
—“TW-Tr——T1——. 1 root root 471 Apr 12 09:55

/etc/sysconfig/network-scripts/ifcfg-Wired connection 1
[root@servera ~J# man ifcfg—Wired connection 1

No manual entry for ifcfg—Wired connection 1

[root@servera k- rpm —qf
/etc/sysconfig/network-scripts/ifcfg-Wired connection 1

file /etc/sysconfig/network—scripts/ifcfg—Wired connection 1 is not
owned by any package

[root@servera ~J# rpm —qf /etc/sysconfig/network—scripts
NetworkManager—1. 14. 0-14. e18. x86_64

[root@servera ~|# rpm —qd NetworkManager—1.14. 0-14. el8. x86_64
/usr/share/doc/NetworkManager/AUTHORS
/usr/share/doc/NetworkManager/CONTRIBUTING
/usr/share/doc/NetworkManager/NEWS
/usr/share/doc/NetworkManager/README
/usr/share/doc/NetworkManager/TODO
/usr/share/doc/NetworkManager/examples/server. conf
/usr/share/man/manl/nm-online. 1. gz
/usr/share/man/manl/nmcli. 1. gz
/usr/share/man/man5/NetworkManager. conf. 5. gz
/usr/share/man/man5/nm-settings—ifcfg-rh. 5. gz
/usr/share/man/man5/nm-settings—keyfile. 5. gz
/usr/share/man/man5/nm-settings. 5. gz
/usr/share/man/man5/nm-system—-settings. conf. 5. gz
/usr/share/man/man7/nmcli-examples. 7. gz
/usr/share/man/man8/NetworkManager. 8. gz

——query Zrif
-f file —qf BEHE—DCHE TR
——doc

—qd AW AR AT S
man 1s pinfo 1s
BEHL/usr/share/doc HH I SCRS

AN IRl N

https://access. redhat. com

AN =P
https://access. redhat. com/documentation/

LB TSSO ERRS 13 -
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{# ] sosreport 4K SoS ik
[root@server() ~]# sosreport
/var/tmp/sosreport—servera—2020-04-12-zuswtgx. tar. xz

W 387 sosreport AR A ——>xsos

WIZHRA RGUSATI R AFREEDL BEEE M EE HREEE

BhE S, B MRS
R — AR I SO A HH L E ) B SR B — R

PR By
NRCEERY
HR

LAY AN A = [

[root@servera ~J# 11 /dev/stdx

lrwxrwxrwx. 1 root root 15 Apr 12 09:53 /dev/stderr —> /proc/self/fd/2
lrwxrwxrwx. 1 root root 15 Apr 12 09:53 /dev/stdin —> /proc/self/fd/0
lrwxrwxrwx. 1 root root 15 Apr 12 09:53 /dev/stdout —> /proc/self/fd/1
2 AR A R

0 AAFRFRHERIA

1 AR IEMH

[root@servera ~J# 1s -1 > txt

[student@servera ~]$ find /etc —name passwd

find: a€~/etc/pki/rsysloga€™: Permission denied
find: a€” /etc/dhcpa€™: Permission denied

/etc/pam. d/passwd

/etc/passwd

find: a€~/etc/lvm/archivea€™: Permission denied
find: a€~ /etc/lvm/backupa€™: Permission denied

find: a€” /etc/lvm/cachea€™: Permission denied

find: a€” /etc/polkit—1/rules. da€™: Permission denied
find: a€~ /etc/polkit—1/localauthoritya€™: Permission denied
find: a€” /etc/sssda€™: Permission denied

find: a€" /etc/grub. da€™: Permission denied

find: a€" /etc/audita€™: Permission denied

find: a€” /etc/firewallda€™: Permission denied

find: a€” /etc/sudoers. da€™: Permission denied

[student@servera ~]$ find /etc —name passwd > 1.txt 2> 2.txt

TER SR ITIMBRIER AR ARS & - 14 -
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[student@servera ~|$ find /etc —name passwd &> all.txt

[root@servera scripts]# cat ping. sh
#!/bin/bash
for i in $(seq 1 254)

do
ping —¢ 1 172.25.250.$i & /dev/null
if [ $? —eq 0 ];then
echo “172.25.250.$i active”
fi
done

/dev/null “FRFRCAE&SCAE, BRIFSCH:, 8H T E AT 200 R 10

curl http://www. cloudshelledu. com 2> /dev/null

BkRHE:
cat /dev/null > /var/log/mylog

JEM RS
%/2 % % % % /bin/sh /scripts/backup.sh 2> /dev/null FrEHIANER (IE
WA R D # A ) ) SR S AT B 5E

I
Command1 | command2 | command3 | command4
R

Command1 W22 1 ) Fa HY

F A HETE -

2w EE—E, TR RIERE

mysqldump -uroot -p “redhat123” users|gzip —9|ssh username@ip “cat >
/backup/$ (date +%F).usersdb. gz”

GitHxHHZOANTFHZ

[root@servera etcl# 1s -1 |cut —c 1|grep “d”|we -1
97

Is -1 K&AXEE X

cut -c 1 $EEE—DFHF

grep d FREUCCHRALE d 1)

BHMA TN
[root@servera publicl# cat a.txt |paste -d: — b.txt > ab.txt
[root@servera public]# cat ab. txt
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111:aaaa
222 :bbbb
333:cccce
444 :dddd
555:eeee
666: ffff

giit Zgirh A 2 /bR UID=0
[root@servera ~|# cat /etc/passwd | awk —F: ’($3==0)"" {print $1}’
Root

[root@servera ~J# cat /proc/cpuinfo |grep “physical id”|wc -1
1

[root@servera ~|# cat /proc/cpuinfo |grep “core id”|wc -1

1

[root@servera ~J# exit

logout

Connection to servera closed.

IR CPU ML

[kiosk@foundation0 ~J]$ cat /proc/cpuinfo |tee cpu.txt |grep “physical
id”|we -1

4 4> socket, B socket — %0

i) CPU %%
[kiosk@foundation0 ~1$ cat /proc/cpuinfo |grep “core id”|wc -1
4

[root@servera ~J# ifconfig |grep 172.25.250.10|awk * {print $2}’
172. 25. 250. 10

[root@servera ~|# grep ' bash$’ /etc/passwd |we -1
5

[root@servera ~J# s

a.txt b.txt c.txt d.txt e.txt f.txt g txt h.txt txt
[root@servera ~]#

[root@servera ~J# 1s |rm -rf

[root@servera ~J# s

a.txt b.txt c.txt d.txt e.txt f.txt g txt h.txt txt
[root@servera ~|# 1s |xargs rm -rf

[root@servera ~J# s

[root@servera ~]#
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[root@servera " J# 1s -1 >> a. txt IBIIE NEEAFEER
[root@servera J# grep student < /etc/passwd
student:x:1000:1000:Student User:/home/student:/bin/bash

[root@servera ~]# cat /tmp/yyy

y
[root@servera " J# yum install vsftpd < /tmp/yyy

[root@servera ~]# touch /etc/myhosts

[root@servera J# cat >> /etc/myhosts <<EOF End of file
> 192.168.0.1  www. cloudshelledu. com

> 192.168.0.2  ftp. cloudshelledu. com

> 192.168.0.3 print. cloudshelledu. com

> EOF

[root@servera J# cat /etc/myhosts

192.168.0.1  www. cloudshelledu. com

192.168.0.2  ftp. cloudshelledu. com

192.168.0.3 print. cloudshelledu. com

Hik: ARG ENEHE

[kiosk@foundation0 ~]$ less /content/ks/foundation. ks

TP e T INBRIPER R ARRS &



