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RHCES: RHELS

RHEL7  ##s A0 77 [7)

RHELS  H 37 7]

RGEM 1 RGEEH2  RHEEH3

M o B EE RO

A8 : 6.5 /NEF (RHCSA 2.5 /NEF; RHCE 4 /NE)
EF: 09:00-12:00 R4 13:30-16:30

Me E: 18:30-20:30 (Z:>1%H S 1A])

AEEH 1 (RH124)
foundationX #JFENL, ¥ H KWM Eflik

VIRTUAL MACHINES PROVIDED

VMNAME #CPUS RAM PLATFORM
classroom 1 1GB RHEL 8.0 (instructor only)
bastion 1 1GB RHEL 8.0
workstation 2 2GB RHEL 8.0
servera 1 1GB RHEL 8.0
serverb 1 1GB RHEL 8.0
serverc 1 1GB RHEL 8.0
serverd 1 1GB RHEL 8.0

A NOTE ABOUT HARDWARE REQUIREMENTS

The instructor and each student in this course should have a single
machine with multiple CPUs and 16GB of RAM. SSD CPU
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[kiosk@foundation0 ~1$ rht-vmctl reset all HERSZIGIALE, VK EHLPIR
Are you sure you want to reset bastion workstation servera serverb serverc
serverd? (y/n) y

Powering off bastion..

Powering off workstation..

Powering off servera..

Powering off serverb..

Powering off serverc..

Powering off serverd..

Resetting bastion.

[kiosk@foundation0 ~]$ rht-vmctl reset all W KFEX FIRFTTATZA

é\

S ZLIRARMERR LINUX AT

LINUX Hik, M HAEHZ

LINUX F¢ sz LINUX RISk ATH N BRBRIRIE RS
RHELS  OpenShift (PAAS) S2I Docker+K8S  OpenStack  (IAAS)
Cent0S etk 5T %A

https://access. redhat. com F#EFZM FHRE

B YA AT

B LINX &24t: (KEHPHEINES
1. B S F Login &%

2. FRFEE R Login 2

SEUG = P 4 A58 : workstation servera  serverb  serverc  serverd
H 44 :root 0. redhat
P % :student Z1%: student
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[kiosk@foundation0 ~]$ ssh root@servera
[root@servera &

4 5% SHELL?

SHELL 5#1F R Ge ol v 22 B 2

SHELL & — M in & ffkeas (B , MR A2

H P i N — 24, SHELL EREHAT a4, LRIFEIN, Z2H

N AR

A R4S (SHELL)
R0 (N
T -

SHELL f#4£ THRIE R G RSNR, T SR BTG, B N dr & iRess
BAERGE, JFEBESREFENRIE RGN R I ER, AR5 fay th 45 R [ml 45

5 FH FH P 2 AN 05 45 5% 21 LINUX R G2 Ja B A AR #2 i SHELL @R I AT

2% ] SHELL % F&
SHELL JHIASIE = 2528 LINUX/UNIX RS Q3L 4E 4 TAE

[root@servera ~|# echo $SHELL ERiA SHELL
/bin/bash

[root@servera ~J# cat /etc/shells
/bin/sh

/bin/bash

/usr/bin/sh

/usr/bin/bash

/usr/bin/tmux

/bin/tmux

Bash $&/~1F:
[root@servera |#

# L3 ROOT FH %3 SHELL BU3E R4 B HE B3R AT

[student@servera ~|$
$ ARFEE ROOT HH & 5% SHELL I3 /R5F CGEEHH P H#ERET)
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fH2 2 SHELL JIA 2
A ANTEMAAT FHAT, M iE— T SR AT
FEE S0 f: SHELL JHIAS

B OMBREHE WA 1

cd /var/log

cat /dev/null > messages
echo “Logs cleaned up”

# A RN ER HEEA A 2

#!/bin/bash

LOG DIR=/var/log

ROOT=0

IF [ “uid” —ne $ROOT ]

Then

Echo “Must be root to run this script”
Exit 1

fi

cd $LOG DIR || {
echo “Cannot change to directory”
exit 1

}

Cat /dev/null > messages &&
Echo “Logs cleaned up”
Exit O

}

Echo “Logs clean up fail”

Exit 1

i AiE:: rht-vmetl

i by, AL S5
Useradd -s /sbin/nologin

A —ANHATIET, TLGRIEA, W] BLE b n AT IR T
EI: Kk —shell LT —s

4. AU AR

Useradd -s /sbin/nologin -u 2000 -d /tmp/Natasha

[root@servera |# ls - la s -1 -a
[root@servera |# ls - -shell

LEPER TINEIER O EARS & -4
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i iR ZH
[kiosk@foundation0 ~]$ rht-vmctl reset all
fullreset reset start stop

poweroff  save status view

[root@servera ~J# nmcli

agent device

connection general

help networking

monitor radio

[root@servera |# systemctl

add-requires
add-wants
cancel

cat
condreload
condrestart
condstop
daemon-reexec
daemon-reload
default
disable

edit
emergency
enable

exit
suspend—then—hibernate
force—reload
get—default
halt

help
hibernate
hybrid-sleep
import—environment

BASH SHELL ZhfE:
1 &k

is—active
is—enabled
is—failed

isolate
is—system—running
kexec

kill

link
list—dependencies
list—jobs
list—machines
list—sockets
list—timers
list—unit—files

mask
poweroff
preset
preset—all
reboot
reenable
reload

[root@servera J# history

[root@servera J# 11 .bash history

FA 2P IR H R LB R B4

TP e T INBRIPER R ARRS &

reload-or-restart

rescue

reset—failed

restart

revert

set—default

set—environment

set—property

show

show—environment

start

status

stop

suspend
list—units

switch-root
try-reload-or-restart
try-restart

unmask
unset—environment

7E SHELL F AT i) & A7 i 15 1% A

1 root root 70 Apr 12 11:08 .bash history
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RS A ctrlr

[root@servera ~|# env |grep HIST
HISTCONTROL=1ignoredups
HISTSIZE=1000 BRIALRAF 1000 4>dr 4

[root@servera ~]# HISTTIMEFORMAT="%F %T ”~

[root@servera ~|# cat .bash profile
# .bash profile

export USER IP="who —u am i 2> /dev/null |awk ’ {print $NF}  |sed -e
"s/L01/ /g
export HISTTIMEFORMAT="%F %T $USER IP: whoami ~
# Get the aliases and functions
if [ -f "/.bashrc ]; then
~/.bashrc
fi

# User specific environment and startup programs

PATH=$PATH: $HOME/bin

export PATH

[root@servera ~J# source .bash profile
[root@servera J# history

HISTCONTROL=ignorespace fr2 Iz H %
[root@servera |# useradd Robert

2 mAHA
[root@servera J# alias p="ps axo pid, comm, nice”
[root@servera J# p

3 AN SRS Far AR (RUdERTH LA FE R AT 4D
Tab

[root@servera ~|# user

L3R ER T INEZIER AR RS R - 6 -
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useradd userdel userhelper wusermod users
[root@servera J# passwd

A5 FH S THI U 0] A 27
4T 8 RHELS BRI\ S GNOMES —— Wayland (BRIA) $24E B AL O AE 22
RHEL7 X-Window System (ERIN) F& AL AL IFIHE 22

Alt+f2  gnome—terminal

[root@servera ~|# rpm —qa |grep bash—completion (Rt T Ay 2-*N5IhRE
bash—completion—2. 7-5. el8. noarch

Pk 7 iR

Ctrl+a BkE|ay 2471k

Ctrl+e kB A1THIRE

Ctrl+u Fehrib ) 24T L TN &5
Ctrl+k Fehrid fdr 21T R BRI N A TE
Ctrl+ Bk&|ar 247l —F Mk

Ctrl+ Bk 1TH F—F KRR

Ctri+r 7EPI il AI R A RE B4

= N ATE

[root@servera ~]# mandb

[root@servera ~]# whatis Is

1s (1) - list directory contents
1s (1p) - list directory contents

[root@servera ~|# 1s
anaconda—ks. cfg original-ks.cfg
[root@servera |# ls -a

anaconda—ks. cfg .bash logout .bashrc . lesshst . ssh .V
iminfo
. bash history .bash profile .cshrc original-ks.cfg . tcshrc

[root@servera ~|# whatis pwd BHEN4HET L/EHZ
pwd (1) - print name of current/working directory
pwd (1p) - return working directory name
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Linux RGHRES, — P18 CfF

/
/boot (RG 5| F3C4F)  /dev (& &XH)  /root (B IEKH ) /home (FiH
HAPrZxEHEsx ) /var(HE) Jete(BE X)) /tmp (IEE H )

[root@servera ~J# whatis cp FEHTEHICIEEHZ
cp (1) — copy files and directories
cp (I1p) — copy files

[root@servera ~J# cp /etc/passwd /tmp/
[root@servera J# cp /etc /tmp

cp: —r not specified; omitting directory ’/etc’
[root@servera J# cp —r /etc /tmp Ei#lHZ

-r, —recursive #HIH

—a, ——archive  &fillHZ, RECHEME

Rsync ##f#&n TH, WEHM (rsync Hik)

[root@servera ~J# whatis rsync

rsync (1) —a fast, versatile, remote (and local) file—copying
tool

rsync Ml ep\tar #ARHEATHLES, rsyne @AatER . &UrEER. L E

[root@servera ~J# mount 172.25.254.250:/content /mnt
[root@servera isos]# pwd

/mnt/rhel8. 0/x86 64/1isos

[root@servera isos]# rsync -P rhel-8.0-x86 64-dvd.iso /tmp
rhel-8. 0—x86 64-dvd. iso

-P  same as ——partial - progress

[root@servera J# whatis mv XCHFELHFEAAL 5]
mv (1) - move (rename) files
mv (1p) - move files

[root@servera J# mv original—ks.cfg ks
[root@servera ~|# whatis rm MH& S

rm (1) - remove files or directories
rm (1p) - remove directory entries

L3R ER T INEZIER AR RS R - 8 ]
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[root@servera ~|# alias |grep —i rm

. b )
alias rm= rm —i

_f’
-T,

—force
R, kR H 3%

remove directories and their contents recursively

——recursive

[root@servera ~J# rm —rf anaconda—ks.cfg

W HHE: [root@servera ~J# rm —rf anaconda—ks. cfg

[root@servera J# whatis touch

touch (1) — change file timestamps

touch (1p) — change file access and modification times
[root@servera ~J# touch /etc/newpw

[root@servera J# whatis mkdir

mkdir (1) - make directories

mkdir (1p) — make directories

mkdir (2) - create a directory

mkdir (3p) - make a directory relative to directory file
descriptor

[root@servera ~J# mkdir /cache

—p TR HKATRAAE, DEAERHUHE — 1

[root@servera

“1# mkdir -p /A1/B1/C1l

-m, —mode=MODE 1% & AR

[root@servera
[root@servera
drwxrwxrwx. 2

[root@servera

“T# mkdir —m 777 /tools
“I# 11 —d /tools
root root 6 Apr 12 13:58 /tools

“1# mkdir -v /tools/redhat

mkdir: created directory ’/tools/redhat’

FHXS BR AL AN 2630 A2
xtite L/ IR IR

[root@servera
[root@servera

TP e T INBRIPER R ARRS &

“1# cd /usr/share/doc
docl# cd zip/
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Pl a7 TAF H ¢
[root@servera J# cd /usr/share/doc/
[root@servera docl# cd

[root@servera |# cd ~student cd /home/student

"7~ home H3%

[root@servera student]# 1s —a

. .. .bash history .bash logout .bash profile .bashrc
. RONUATAE B3R

. BRHFMERN E—EHX

[root@servera student]# cd ..

T AT S
cp: BHICfF. B
mv: BN Hx
rm: MHERSCH. Hg
mkdir: GI%HZ
rmdir: MHERZHF

#55 2 IG T T

* B EANBE 2 AR/ 2 R AT A R R

? AL —DFRF

TOMETH M EE S

“username username /7Y F H S

T+ MET TAEE R

- F—TAiEHS

[abe. .. ] FEEAIZEA FUEMA—DNFRF
[labe. .. ] AEFEEIZEA PR —NFRF

[root@servera |# touch {a,b,c,d}. txt
KFETH LUE 5 B S5 R A TT R
[root@servera ~|# touch {e..h}.txt

i SCAH A 2R
*RNENH L MEE LR
[root@servera device—mapper]# grep —i vda *

30 mAER

[root@servera device—mapper|# echo hostname
servera. lab. example. com

[root@servera device—mapper]# echo $(hostname)

LB TSSO ERRS
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servera. lab. example. com

\ f£ BASH SHELL R NHE SC74F, ERRFATRIRE

[root@servera ~]# echo $USER
root

[root@servera ~J# echo \$USER
$USER

[root@servera |# 1s -1 \

> /home

total 0

drwx————— . 2 devops devops 62 Apr 12 09:55 devops
drwx————— . 2 king king 62 Apr 12 11:29 king
drwx————— . 2 robert robert 62 Apr 12 11:30 robert
drwx————— . 2 student student 83 Apr 12 11:06 student

FIUE ZEL0NE LINUX SR 3B ES B

[root@servera J# whatis s
1s (1) - list directory contents
1s (1p) - list directory contents

mandb A1) % 5 5 T F R 5

man J& manual 4’5 linux R4t P AL B2
/usr/share/man H3% A fin4 il B SCRY

Executable programs or shell commands iE 2 HI#HE B
System calls (functions provided by the kernel) FRZtiH open write
Library calls (functions within program libraries) FEWJVEHTF&AAN

Special files (usually found in /dev) ik 4
File formats and conventions eg /etc/passwd SCAFRIMEES, ARSI SC
&R B X
6  Games JIExK
7 Miscellaneous (including macro packages and conventions), e.g.
man(7), %%, A&

groff (7)
8 System administration commands (usually only for root) HRZHEHH
s
1 5)

O‘I»—lkEHOJ[\’)r—A

8

LB TSSO ERRS 1
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man [FEY] w4

/string HRFFFE, CHFIEN
n F—ANEERNFRTEH

N bE—ANEERNFARTE

q BH

-k, ——apropos

Equivalent to apropos. Search the short manual page
descriptions for

keywords and display any matches. See apropos(l) for
details.

man -k keyword 4 F SC B8 ] $4 2R SCAY

man + fy% 158

man 1 cat cat fiy&H%

man -a cat PTHEET

man -k passwd EHELE passwd B SCH

[root@servera J# ls -help

LINUX $2 6t 1 Pl 2

1 SHELL J#Bar4, Wl: echo shell Ij\]ﬁlzzl-‘?ﬁ%@\ A

2 SHELL E@%*Buné\ UWi:1s shell REAFEHE, HERIET shell HH

[root@servera ~J# which echo

/usr/bin/echo

[root@servera J# mv /usr/bin/echo /tmp

[root@servera J# echo Welcome to CLOUDSHELLEDU Training

Welcome to CLOUDSHELLEDU Training

[root@servera ~J# 1s

—-bash: /usr/bin/ls: No such file or directory

[root@servera ~]# echo $PATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/root/bin
[root@servera E::
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/root/bin:/tmp
[root@servera J# s

a. txt b.txt c.txt d. txt e.txt f.txt

AN T4 1s - help
N#Ea2  help 1s

man bash B FTH N w4
man AN X 73 P A FT AN a4

LB TSSO ERRS



CLOUDSHELL melkyaes=zadENIN =l www. ¢ loudshelledu. com

[root@servera k- 11
/etc/sysconfig/network—-scripts/ifcfg—Wired connection 1
—“TW-Tr——T1——. 1 root root 471 Apr 12 09:55

/etc/sysconfig/network-scripts/ifcfg-Wired connection 1
[root@servera ~J# man ifcfg—Wired connection 1

No manual entry for ifcfg—Wired connection 1

[root@servera k- rpm —qf
/etc/sysconfig/network—scripts/ifcfg-Wired connection 1

file /etc/sysconfig/network—scripts/ifcfg—Wired connection 1 is not
owned by any package

[root@servera ~J# rpm —qf /etc/sysconfig/network—scripts
NetworkManager—1. 14. 0-14. e18. x86_64

[root@servera ~|# rpm —qd NetworkManager—1.14. 0-14. el8. x86_64
/usr/share/doc/NetworkManager/AUTHORS
/usr/share/doc/NetworkManager/CONTRIBUTING
/usr/share/doc/NetworkManager/NEWS
/usr/share/doc/NetworkManager/README
/usr/share/doc/NetworkManager/TODO
/usr/share/doc/NetworkManager/examples/server. conf
/usr/share/man/manl/nm-online. 1. gz
/usr/share/man/manl/nmcli. 1. gz
/usr/share/man/man5/NetworkManager. conf. 5. gz
/usr/share/man/man5/nm-settings—ifcfg-rh. 5. gz
/usr/share/man/man5/nm-settings—keyfile. 5. gz
/usr/share/man/man5/nm-settings. 5. gz
/usr/share/man/man5/nm-system—-settings. conf. 5. gz
/usr/share/man/man7/nmcli-examples. 7. gz
/usr/share/man/man8/NetworkManager. 8. gz

——query Zrif
-f file —qf BEHE—DCHE TR
——doc

—qd AW AR AT S
man 1s pinfo 1s
BEHL/usr/share/doc HH I SCRS

AN IRl NN

https://access. redhat. com

AN =P
https://access. redhat. com/documentation/

LB TSSO ERRS 13 -
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{# ] sosreport 4K SoS ik
[root@server() ~]# sosreport
/var/tmp/sosreport—servera—2020-04-12-zuswtgx. tar. xz

W 387 sosreport AR A ——>xsos

WIZHRA RGUSATI R AFREEDL BEEE M EE HREEE

FhE B, EH MY SRS
R — AR I SO A HH L E ) B SR B — R

PR By
NRCEERY
HR

LAY AN A = [

[root@servera ~J# 11 /dev/stdx

lrwxrwxrwx. 1 root root 15 Apr 12 09:53 /dev/stderr —> /proc/self/fd/2
lrwxrwxrwx. 1 root root 15 Apr 12 09:53 /dev/stdin —> /proc/self/fd/0
lrwxrwxrwx. 1 root root 15 Apr 12 09:53 /dev/stdout —> /proc/self/fd/1
2 AR A R

0 AAFRFRHERIA

1 AR IEMH

[root@servera ~J# 1s -1 > txt

[student@servera ~]$ find /etc —name passwd

find: a€~ /etc/pki/rsysloga€™: Permission denied
find: a€” /etc/dhcpa€™: Permission denied

/etc/pam. d/passwd

/etc/passwd

find: a€~/etc/lvm/archivea€™: Permission denied
find: a€~ /etc/lvm/backupa€™: Permission denied

find: a€” /etc/lvm/cachea€™: Permission denied

find: a€” /etc/polkit—1/rules. da€™: Permission denied
find: a€~ /etc/polkit—1/localauthoritya€™: Permission denied
find: a€” /etc/sssda€™: Permission denied

find: a€" /etc/grub. da€™: Permission denied

find: a€" /etc/audita€™: Permission denied

find: a€” /etc/firewallda€™: Permission denied

find: a€” /etc/sudoers. da€™: Permission denied

[student@servera ~]$ find /etc —name passwd > 1.txt 2> 2.txt

TER SR ITIMBRIER AR ARS & - 14 -
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[student@servera ~|$ find /etc —name passwd &> all.txt

[root@servera scripts]# cat ping. sh
#!/bin/bash
for i in $(seq 1 254)

do
ping —¢ 1 172.25.250.$i & /dev/null
if [ $? —eq 0 ];then
echo “172.25.250.$i active”
fi
done

/dev/null “FRFRCAE&SCAE, BRIFSCH:, 8H T E AT 200 R 10

curl http://www. cloudshelledu. com 2> /dev/null

BkRHE:
cat /dev/null > /var/log/mylog

JEM RS
%/2 % % % % /bin/sh /scripts/backup.sh 2> /dev/null FrEHIANER (IE
WA R D # A ) ) SR S AT B 5E

I
Command1 | command2 | command3 | command4
R

Command1 W22 1 ) Fa HY

F A HETE -

2w EGE—E, TR RIERE

mysqldump -uroot -p “redhat123” users|gzip —9|ssh username@ip “cat >
/backup/$ (date +%F).usersdb. gz”

GitHxHHZOANTFHZ

[root@servera etcl# 1s -1 |cut —c 1|grep “d”|we -1
97

Is -1 K&AXEE X

cut -c 1 $EEE—DFHF

grep d FREUCCHRALE d 1)

BHMA TN
[root@servera publicl# cat a.txt |paste -d: — b.txt > ab.txt
[root@servera public]# cat ab. txt

LB TSSO ERRS
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111:aaaa
222 :bbbb
333:ccce
444 :dddd
555:eeee
666: ffff

giit Zgirh A 2 /bR UID=0
[root@servera ~|# cat /etc/passwd | awk —F: ’($3==0)"" {print $1}’
Root

[root@servera ~J# cat /proc/cpuinfo |grep “physical id”|wc -1
1

[root@servera ~|# cat /proc/cpuinfo |grep “core id”|wc -1

1

[root@servera ~J# exit

logout

Connection to servera closed.

IR CPU ML

[kiosk@foundation0 ~J]$ cat /proc/cpuinfo |tee cpu.txt |grep “physical
id”|we -1

4 4> socket, B socket — %0

i) CPU %%
[kiosk@foundation0 ~1$ cat /proc/cpuinfo |grep “core id”|wc -1
4

[root@servera ~|# ifconfig |grep 172.25.250.10|awk * {print $2}’
172. 25. 250. 10

[root@servera ~|# grep ' bash$’ /etc/passwd |we -1
5

[root@servera ~J# s

a.txt b.txt c.txt d.txt e.txt f.txt g txt h.txt txt
[root@servera ~]#

[root@servera ~J# 1s |rm -rf

[root@servera J# s

a.txt b.txt c.txt d.txt e.txt f.txt g txt h.txt txt
[root@servera ~|# 1s |xargs rm -rf

[root@servera ~J# s

[root@servera ~]#

LB TSSO ERRS
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[root@servera " J# 1s -1 >> a. txt IBIIE NEEAFEER
[root@servera J# grep student < /etc/passwd
student:x:1000:1000:Student User:/home/student:/bin/bash

[root@servera ~]# cat /tmp/yyy

y
[root@servera " J# yum install vsftpd < /tmp/yyy

[root@servera ~]# touch /etc/myhosts

[root@servera J# cat >> /etc/myhosts <<EOF End of file
> 192.168.0.1  www. cloudshelledu. com

> 192.168.0.2  ftp. cloudshelledu. com

> 192.168.0.3 print. cloudshelledu. com

> EOF

[root@servera J# cat /etc/myhosts

192.168.0.1  www. cloudshelledu. com

192.168.0.2  ftp. cloudshelledu. com

192.168.0.3 print. cloudshelledu. com

Hh%: RS HEZNERE

[kiosk@foundation0 ~]$ less /content/ks/foundation. ks

Day2:

FNEEFARMA P AIH
[kiosk@foundation0 ~]$ ssh root@servera g :redhat BFESLiIfiE

=R

EHLG: UID:0

ARG UID:1-999

@A P2 UID: 1000+

[root@servera ~J# grep root /etc/passwd
root:x:0:0:root:/root:/bin/bash

TEe R T INERIE RO RABRS S
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/sbin/nologin RGtH P Al LAVT | IRSSE A BEE R RS
/bin/bash B, s

[root@servera ~|# mandb

[root@servera ~|# whatis useradd

useradd (8) — create a new user or update default new user
information

[root@servera ~J# useradd ldapuserl

/etc BCE A, MRS EUFEFIC & SCHER A AETE ETC H =%
/home H¢, I H%

[root@servera ~J# grep ~ldapuser /etc/passwd
ldapuserl:x:1002:1002: : /home/ldapuserl:/bin/bash
F—H: HP 4

F=%]: H/UID

FHPU%). 1D

HhHA): JERE

FEAH: AP RHEF

S5 8 sk SHELL

[root@servera J# grep ldapuser /etc/shadow 2574
ldapuserl:!!:18371:0:99999:7:A:B:

B=5 HP e — B SCE I E 1970-1-1
VU e A RS ) TRTRE N TR] 0 ACERAS PR Al
B AL B A

ENH: A AT 7 R AR R
H-ts: K-S I I A

F)\5: fRHE

[root@servera ~]# grep ~ldapuser /etc/group
ldapuserl:x:1002:
FE=F) g ID
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[root@servera J# grep ldapuser /etc/gshadow

ldapuserl:!::
%—ﬂ: éﬂ%

. HEY
H=A: fRE

[root@servera home]# setenforce 0 J<H] SELINUX

[root@servera tmpl# id userb
uid=4000 (userb) gid=1000(student) groups=1000 (student), 0 (root)

[root@servera home]# useradd —u 4000 —g 1000 -G root —s /sbhin/nologin —d
/tmp/usera userb

—u /7 UID 4000 CRHP AR S, 7 IR AACH P i 2RO
-g A FMA 1000(gid) student (fBEH ~ FE4H)

-G root  C(PfHmg)>

-s  /bin/bash /sbin/nologin

-d  HPARHEFREMME

Useradd BB LA PUASSCA, 20 8 H YA SO s n—473d 5%
/etc/passwd /etc/shadow  /etc/group  /etc/gshadow

[root@servera |# vim /etc/default/useradd useradd F&£/FHC & 4

[root@servera J# passwd userb N RN

[root@servera ~|# whatis usermod &2 /@M
usermod (8) - modify a user account

[root@servera ~J# usermod —-s /bin/bash userb
[root@servera ~J# usermod -G ldapuserl userb

[root@servera ~]# userdel -r userb MRS, ERIAAMEEH XK H 5
-r P KB MR
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e g 5% LINUX E L

1 MRGHI LOGIN 27, A P A AT & %

2 Bfk/etc/passwd HEGHIZHF? REE, BuERK, wRE, ¥ZzHF-
XFRLRY UID 5 GID. ZXH k. SHELL —@ Bzt >k

3 BXEI K /ete/shadow

5 WIR—VIMAF, #iidt A\ SHELL BBt

[root@servera |# su — student
Last login: Sun Apr 19 10:06:23 CST 2020 on pts/0
[student@servera ~|$

[root@servera |# su — student
Last login: Sun Apr 19 10:07:45 CST 2020 on pts/0
[root@servera &

[root@servera ~|# awk —F: ’ ($3 == 0) {print $1}’ /etc/passwd
root
student

[root@servera ~]# groupadd manager  ¥iI—"4H
Groupadd
Groupmod
Groupdel
Gpasswd

[root@servera ~]# useradd userd

[root@servera ~]# su — userd

[userd@servera ~]$ cd /root

—bash: cd: /root: Permission denied
[userd@servera ~]$ usermod -G root userd
usermod: Permission denied.

usermod: cannot lock /etc/passwd; try again later.
[userd@servera ~]$ exit

logout

[root@servera ~J# gpasswd toot

Changing the password for group root

New Password:

Re—enter new password:

[root@servera ~J# su — userd

Last login: Sun Apr 19 10:14:23 CST 2020 on pts/0
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[userd@servera ~]$ cd /root

—-bash: cd: /root: Permission denied

[userd@servera ~]$ new

newgidmap newgrp newuidmap newusers

[userd@servera ~]$ newgrp root IR ERINE] root 4H
Password:

[userd@servera ~]$ cd /root

Su Y

[root@servera J# su - userd B3/
/etc/profile—=>/etc/profile. d==>"/.bash profile—>"/. bashrc—/etc/ba
shre

[root@servera |# su userd JREFH
~/.bashrc—>/etc/bashre

/etc/profile AR E M, BT (RAH P &4 S mE, mH R inz
—)

/etc/profile. d JHIAS

.bash profile HMFPRHEWECE XM, & HEHELE

. bashrc F P FAE FIEC B SO, € X bash Thfg alias

/etc/bashrc 2 JRECE S, € X bash g alias

[root@servera J# su — userd
Last login: Sun Apr 19 10:25:44 CST 2020 on pts/0
/etc/profile

/etc/bashre

. bash profile

. bashrc

/etc/bashre

[userd@servera ~]$ exit
logout

[root@servera ~J# su userd
. bashrc

/etc/bashrc
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Sudo:

[userd@servera ~J]$ whoami

userd

[userd@servera ~]$ yum install vsftpd -y

Error: This command has to be run under the root user.

[root@servera |# visudo

userd  ALL=(ALL) ALL
A R
BA WA

HB=H: root (FEAFH| root HF")
FEUH: we (FERmE)

userd  ALL=(ALL) NOPASSWD:  ALL
[userd@servera ~]$ sudo yum install vsftpd -y

[userd@servera ]$ sudo passwd root

Changing password for user root.

New password:

BAD PASSWORD: The password is shorter than 8 characters
Retype new password:

passwd: all authentication tokens updated successfully.

userd  ALL=(ALL) NOPASSWD :
/usr/bin/yum, /usr/bin/passwd, ! /usr/bin/passwd root

Host Alias FILESERVERS = fsl, fs2

User Alias ADMINS = usera, userb, userc, userd

Cmnd Alias NETWORKING = /sbin/route, /sbin/ifconfig, /bin/ping,
/sbin/dhclient, /usr/bin/net, /sbin/iptables, /usr/bin/rfcomm,
/usr/bin/wvdial, /sbin/iwconfig, /sbin/mii—tool

ADMINS FTILESERVERS =(root)  NETWORKING

Bt
[root@servera J# visudo
Defaults logfile=/var/log/sudo. log

[root@servera J# systemctl restart rsyslog
[root@servera J# 11 /var/log/sudo. log
ls: cannot access ~/var/log/sudo. log’ : No such file or directory
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[root@servera ~]# su — userd

[userd@servera ]$ sudo passwd student

Changing password for user student.

New password:

BAD PASSWORD: The password is shorter than 8 characters
Retype new password:

passwd: all authentication tokens updated successfully.
[userd@servera ~]$ exit

logout
[root@servera ~|# 11 /var/log/sudo. log
W . 1 root root 100 Apr 19 10:55 /var/log/sudo. log

[root@servera J# cat /var/log/sudo. log
Apr 19 10:55:27 : userd : TTY=pts/0 ; PWD=/home/userd ; USER=root ;
COMMAND=/bin/passwd student

[root@servera J# id student
uid=1000 (student) gid=1000(student) groups=1000 (student), 10 (wheel)

## Allows people in group wheel to run all commands
#%wheel ALL=(ALL) ALL

[root@servera J# chage -E 2020-04-20 userd
[root@servera J# chage -1 userd

Last password change : Apr 19, 2020
Password expires : never
Password inactive . never
Account expires : Apr 20, 2020
Minimum number of days between password change : 0

Maximum number of days between password change : 99999
Number of days of warning before password expires 7

NIS/LDPA/IPA (F P42 & ) useradd student

Nodel Node2 Node3 Node4 Nodeb Nodeb

Nodel--*Node6 AR NIS/LDAP/IPA 55 %%
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BRI HS A Y ]
HEARR
L7 — ) BCER B e iy

E AR ACL
[root@servera &
[root@servera &

[root@servera publ

[root@servera publ
-rw—r—r—. 1 root

[root@servera publ

mkdir /public
cd /public
icl# cp /etc/passwd .

icl# 1s -1 passwd &&HXHAR
student 1776 Apr 19 11:06 passwd

icl# 11 -d /etc BHE HXHR

drwxr-xr—-x. 98 root root 8192 Apr 19 11:00 /etc

—TW-T—1—
R e S PR = L
— HE S
D Hx
B ik
L R
USER GROUP OTHER
rw— r— r—
rwx Read Write Execute
4 2 1
[root@servera ~|# whatis chmod & A HIAL IR
chmod (1) — change file mode bits
chmod (1p) - change the file modes
chmod (2) - change permissions of a file
chmod (3p) — change mode of a file relative to directory file
descriptor

chmod

+ AR -

FRITR . FFr R

MBRALR = BEF o AR

R TN B RO RARRS S
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BB IEFRINRITANE !

[root@servera
-rw—r—r—. 1
[root@servera
[root@servera
-rwxr—r—. 1
[root@servera
[root@servera
“-rwxrwxr—. 1
[root@servera
[root@servera
“TWXrWXTrwx. 1
[root@servera
[root@servera
“-rwxrwx——. 1
[root@servera
[root@servera
“Twxrwxrw—. 1

[root@servera
7 f8% user

5 AR group

5 f8#& other

rwx

4

[root@servera
[root@servera
drwxr—-xr-x. 2
[root@servera
[root@servera
[root@servera
[root@servera
[root@servera

Read Write
2

public]# 11 passwd

root student 1776 Apr 19 11
public]# chmod u+x passwd
public]# 11 passwd

root student 1776 Apr 19 11
public]# chmod g+wx passwd
public]# 11 passwd

root student 1776 Apr 19 11
public]# chmod o+wx passwd
public]# 11 passwd

root student 1776 Apr 19 11
public]# chmod o-rwx passwd
public]# 11 passwd

root student 1776 Apr 19 11
public]# chmod o=rw passwd
publicl# 11 passwd

root student 1776 Apr 19 11

:06 passwd

:06 passwd

:06 passwd

:06 passwd

:06 passwd

:06 passwd

public]# chmod 755 passwd

Execute
1

“1# mkdir /share

“1# 11 -d /share

root root 6 Apr 19 11:19 /share
ik
ik
ik
ik
ik

useradd userl
useradd user2
useradd user3d
useradd user4
grep manager /etc/group

manager:x:1003:

[root@servera
[root@servera
drwxr—-xr-x. 2
[root@servera
[root@servera
drwxr—-xr-x. 2
[root@servera

“]# chown root:manager /share/

“1# 11 -d /share/

root manager 6 Apr 19 11:19 /share/
“1# usermod -G manager userl

“1# 11 -d /share/

root manager 6 Apr 19 11:19 /share/
“]# chmod g+w /share/

TP e T INBRIPER R ARRS &
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[root@servera J# 11 —d /share/
drwxrwxr—-x. 2 root manager 6 Apr 19 11:19 /share/

PR SEIT

S UTD ULHES, %t P (USER) LRR

A0, WS GID ULHD, w218 (GROUP) ALFR
WIS HACASILHED, S e (OTHER) PR

FERRALRR -

Setuid X3, LAURNHMET, HA x BR, UIHAE T

WE: vi or vim T JIANEE U+S

chmod u+s /bin/passwd

Setgid #XT HE, AU H 3 wx, W ESHT G SCHRAA F H AR R 4L
chmod g+s /public

Sticky bit: #XfHzk, RA root, HHEA GEMIBRCHF

chmod o+t /public

sk ookl kool kool kol ok ok ok kol kol ok kool ok ok ook ok
[root@servera ~|# mkdir /demo

[root@servera ~J# 11 —-d /demo

drwxr-xr—-x. 2 root root 6 Apr 19 11:46 /demo

usera TWwx
userb rx
userc Wwx
userd O

userf rwx

R AL -
B S R — A FH PS4 2 R ST A8 158 B ST PR AR

ERUALFR : umask

[root@servera ~|# umask
0022

BN B B RBUR - 777
BRI S B R AL PR - 666

Root G Z& H% 777-022=755
Root GI& X 666-022=644
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)\ IR B LINUX R FE
HEFEARE 7 [X 53]
RSN S: EREFHATHLE

FEFF RS — A BRI DR A

[root@servera J# whatis ps
ps (1)
ps (1p)
e  EaeiltE

[root@servera J# ps —au

USER PID %CPU %MEM VSZ
COMMAND
root 1330 0.0 0.2 225392

/sbin/agetty —o —p —
root 1331 0.0 0.1 225752
/sbin/agetty —o —p —
root 1400 0.0 0.5 236040

root

— report process status

RSS TTY
2020 ttySO
1500 ttyl

4816 pts/0

1424 0.0 0.4266920 3752 pts/0

[root@servera ~|# ps aux |grep dd

USER PID %CPU %MEM VSZ  RSS TTY
COMMAND
root 1471 94.0 0.1 217048 892 pts/0

if=/dev/zero of=/dev/null

liila
A2 PID

B
%50
=50
F 4%
ENiv]E
EYaviE
$-ts:
EVIVIE
EVIRIIE
w51
st BF

WA A L
TR Lk 23 ) F R0

JE AU S

FEFRIRA sekeskekeoksokskekoskek

RERE S Bl Ta]

TP e T INBRIPER R ARRS &

TERE SR 22 4 PR B AR) AL A R R /S

R B ILAE RSB CPU B[]

- report a snapshot of the current processes

STAT START  TIME

Sst 13:36 0:00

Ss+ 13:36  0:00

Ss  13:41  0:00 —-bash

R+ 13:42 0:00 ps —au

STAT START  TIME
13:43 0:04 dd

di A CPU H4rtl, DA—Bi 4% 0N 100% 115
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D uninterruptible sleep (usually T10) Asa] b =CREAR
DISK 1/0  NETWORK 1/0
root 1640 0.0 0.1 217056 940 pts/1 D+ 13:50  0:00 df

R running or runnable (on run queue) IG{TECFFIEIELT

S interruptible sleep (waiting for an event to
complete)  AJH B HEAR

T stopped by job control signal HT{E454% a4
R T 43 2 15 PR AR
[root@servera ~J# kill -19 1471

dead (should never be seen) Z&1bFHFE

X
7 defunct (“zombie”) process, terminated but not
reaped by B HEE NNR]

[root@servera ~J# whatis kill

kill (1) - terminate a process
kill (1p) - terminate or signal processes
kill (2) — send signal to a process
kill (3p) — send a signal to a process or a group of processes
[root@servera ~J# kill -1

1) SIGHUP 2) SIGINT 3) SIGQUIT 4) SIGILL 5)
SIGTRAP

6) SIGABRT 7) SIGBUS 8) SIGFPE 9) SIGKILL 10)
SIGUSR1

11) SIGSEGV 12) SIGUSR2 13) SIGPIPE 14) SIGALRM 15)
SIGTERM
16) SIGSTKFLT  17) SIGCHLD 18) SIGCONT 19) SIGSTOP 20)
SIGTSTP

21) SIGTTIN 22) SIGTTOU 23) SIGURG 24) SIGXCPU 25)
SIGXFSZ

26) SIGVTALRM  27) SIGPROF 28) SIGWINCH 29) SIGIO 30)
SIGPWR

31) SIGSYS 34) SIGRIMIN  35) SIGRIMIN+1 36) SIGRIMIN+2 37)
STGRTMIN+3

38) SIGRTMIN+4 39) SIGRTMIN+5 40) SIGRTMIN+6 41) SIGRTMIN+7 42)
SIGRTMIN+8
43) SIGRTMIN+9 44) SIGRTMIN+10 45) SIGRTMIN+11 46) SIGRTMIN+12 47)
SIGRTMIN+13
48) SIGRTMIN+14 49) SIGRTMIN+15 50) SIGRTMAX-14 51) SIGRTMAX-13 52)
SIGRTMAX-12
53) SIGRTMAX-11 54) SIGRTMAX-10 55) SIGRTMAX-9 56) SIGRTMAX-8 57)
SIGRTMAX-7
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58) SIGRTMAX—6 59) SIGRTMAX-5 60) SIGRTMAX-4 61) SIGRTMAX-3 62)
SIGRTMAX-2
63) SIGRTMAX-1 64) SIGRTMAX

1 EFIGL R

9 & kAR

10 %1% DD F2 /%

18 #k4k

19 #{%

20 AT )RR R ) i

[root@servera J# pidof vsftpd HEFHIHFEN PID
3898

[root@servera J# kill -1 $(pidof vsftpd)
[root@servera ~J# ftp localhost

Trying ::1...

Connected to localhost (::1).

220 (vsFTPd 3.0. 3)

Name (localhost:root): ftp

331 Please specify the password.
Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp>

[root@servera J# while echo —n:do kill —10 $(pidof dd):sleep 1:;done
75326273+0 records in

75326272+0 records out

38567051264 bytes (39 GB, 36 GiB) copied, 103.766 s, 372 MB/s
76086988+0 records in

[root@servera |# killall dd
[root@servera J# kill -9 $(pidof dd)

[root@servera ~]# jobs

[1]+ Stopped dd if=/dev/zero of=/dev/null
[root@servera J# bg 1

[1]+ dd if=/dev/zero of=/dev/null &

[root@servera ~]#

[root@servera ~]#

[root@servera ~J# jobs
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[1]+ Running dd if=/dev/zero of=/dev/null &
[root@servera J# fg 1
dd if=/dev/zero of=/dev/null

fEJa Bis TRk
AT A & B TEH AT LIRS 6 A3, A AT 45 R AL ness = Bl m]

jobs
Zm AT ERESELR ID CofElkdm5)
fg

A E Gk ID M ZE GG Em &
bg
T2 A SIE JE B e AT ST AR

kill fr2AR4E 1D e R i%E S
kill PID &%
kill —-signal PID

w2 A AR YT E K RAH P

[root@server0 ~J# w —f

2Ok P

[root@server0 ~J# pgrep —1 —u student
[root@server0 ~J# pkill -SIGKILL —u student

[root@servera " J# w -f BWHEMHIERARGHH,
14:12:06 up 36 min, 2 users, load average: 0.38, 0.76, 0.84
USER TTY LOGIN@ IDLE  JCPU  PCPU WHAT
student pts/0 14:11 8.00s 0.01s 0.01s -bash
root pts/2 13:59 2.00s 0.08s 0.00s w —f
[root@servera ~|# pgrep -1 —u student ITJPEH student FH ' isiTHIREF
4888 systemd
4892 (sd-pam)
4898 sshd
4899 bash
[root@servera ~J# pkill -9 —u student %1k student F ) iB84THIREF

top — 14:15:07 up 39 min, 1 user, load average: 0.02, 0.41, 0.69
Tasks: 113 total, 3 running, 110 sleeping, 0 stopped, 0 zombie
% Cpu0 : 0.0us, 0.0sy, 0.0ni, 100.0 id, 0.0 wa, 0.0 hi, 0.0 si,
0.0 st

MiB Mem : 821.3 total, 289.7 free, 176. 8 used, 354. 8
buff/cache
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MiB Swap: 0.0 total, 0.0 free, 0. 0 used. 505.0 avail
Mem

top SERTWEHE, AELEMRS S HER SN TER top
IR
NTARegk  —20 (&) -19 (i)

[root@servera J# ps —axo comm, nice, pid

COMMAND NI  PID
systemd 0 1
kthreadd 0 2
rcu gp =20 3
rcu par gp -20 4
kworker/0:OH -20 6
mm_percpu_wq -20 8
ksoftirqd/0 0 9
rcu sched 0 10
migration/0 - 11
watchdog/0 - 12
cpuhp/0 0 13
kdevtmpfs 0 15
netns -20 16

[root@servera |# nice
[root@servera ~|# renice

[root@servera |# dd if=/dev/zero of=/dev/null &

[1] 5014

[root@servera ~J# dd if=/dev/zero of=/dev/null &
[2] 5041

[root@servera ~J# dd if=/dev/zero of=/dev/null &
[3] 5042

[root@servera ~]# renice —n —20 5042

5042 (process ID) old priority 0, new priority —20
[root@servera |# nice —n -20 dd if=/dev/zero of=/dev/null &
[4] 5044
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S LB AR R 55 A0 Sy i AR
8 systemd $4 A1 R 32 W9 2% i 2% T R G2 sy 4P gk A

Systemd &4

Systemd & H A EIMAET, B TNHESF, A&T LINUX A%
LINUX W% BRI R AR BT R AT IR 42— 1)

F P 23 (8] ) SR AR P ) r ml LA E ez ek

Systemd:
Systemct] WaiEAIEH RS AR5

System 1t A

1 XFIATIRIESS
2 Y% R R
3 SRR

4 FEYR¥EH] (egroup)

RHEL7-RHELS8
systemd (1) —+-NetworkManager (708) —+- {NetworkManager} (716)
\ "~ {NetworkManager} (719)
|—agetty (1330)
|—agetty (1331)
| —anacron (4335)
|—atd (1044)
|—auditd (636) —+-sedispatch (638)
| |—{auditd} (637)
| "—{auditd} (639)

RHEL6

Init (1)

Systemctl status sshd service sshd status
Systemctl stop sshd service sshd stop
Systemct]l restart sshd service sshd restart
Systemctl start  sshd service sshd start
Systemctl enable sshd chkconfig sshd on
Systemct]l disable sshd chkconfig sshd off
Systemct]l mask sshd service sshd reload

Systemctl unmask sshd
Systemct]l reload sshd

TP e T INBRIPER R ARRS &
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Systemd Il 55

7E systemd W', T MIEIEFNEIG, E systemd HARZ HIGHRA
HRZS BTy 4. service

FIRHICY 4. slice

LT e r A

/usr/lib/systemd/system BRI\ GO 23 H 5
/etc/systemd/system RGEHLOENE B ICH», ks
LABI:

Cgroup (Control Group)

[root@servera ~J# cd /sys/fs/cgroup

[root@servera cgroupl# ls 528, CPU %8s, WAAEHIES, 10 #=H4%,
X 28 2 il oo

blkio cpuacct cpuset  freezer memory net cls,net prio

perf event rdma

cpu cpy, cpuacct devices hugetlb net cls net prio pids
[root@servera cgroup]# cd memory/

[root@servera memory)# mkdir ddmem Gl T-I5 2%

[root@servera ddmem]# cat memory. limit in bytes
9223372036854771712

[root@servera ddmem]# echo 209715200 > memory. limit in bytes
[root@servera ddmem]# cat memory. limit in bytes

209715200

[root@servera shm]# yum install 1ibcgroup—tools—0.41-19. el18.x86 64 -y
[root@servera shm]# systemctl enable cgconfig
[root@servera shm]# systemctl restart cgconfig

[root@servera shm]# su — student
Last login: Sun Apr 19 14:11:58 CST 2020 from 172.25.250.250 on pts/0
[student@servera ~1$ cd /dev/shm/

[root@servera J# cgexec —g memory:ddmem dd if=/dev/zero
of=/dev/shm/bigfile bs=IM count=300

Killed

[root@servera J# cgexec —g memory:ddmem dd if=/dev/zero
of=/dev/shm/bigfile bs=IM count=100

100+0 records in

100+0 records out

104857600 bytes (105 MB, 100 MiB) copied, 0.0294503 s, 3.6 GB/s
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LAB2:
[root@foundation0 ~J# systemctl status sshd
a—  sshd. service — OpenSSH server daemon

Loaded: loaded (/usr/lib/systemd/system/sshd. service; enabled;
vendor preset: enab»
Active: active (running) since Sun 2020-04-19 09:15:38 CST; 5h 53min
ago
Docs: man:sshd(8)
man:sshd config(5)
Main PID: 1020 (sshd)
Tasks: 1 (limit: 67204)
Memory: 7.5M  seklekeiekeieieieieiekeiekeiekeiekeiekokokokokokokokokokok
CGroup: /system. slice/sshd. service skt

[root@foundation0 ~]# yum install vsftpd -y
[root@foundation0 ~]# systemctl enable vsftpd
[root@foundation0 ~J# systemctl restart vsftpd
[root@foundation0 ~]# systemctl status vsftpd
a— vsftpd. service — Vsftpd ftp daemon
Loaded: loaded (/usr/lib/systemd/system/vsftpd. service; enabled;
vendor preset: di>
Active: active (running) since Sun 2020-04-19 15:11:50 CST; 15s ago
Process: 36638 ExecStart=/usr/sbin/vsftpd /etc/vsftpd/vsftpd. conf
(code=exited, sta>
Main PID: 36646 (vsftpd)
Tasks: 1 (limit: 67204)
Memory: 540. 0K
CGroup: /system. slice/vsftpd. service

[root@foundation0 system]# cd /etc/systemd/system/
[root@foundation0 system]# cat vsftpd.slice

[Unit]

Description= ftp slice

[Slice]

MemoryLimit=100M

[root@foundation0 system]# cat vsftpd. service
.include /usr/lib/systemd/system/vsftpd. service
[Service]

Slice=vsftpd. slice

[root@foundation0 systeml# systemctl daemon-reload
[root@foundation0 system]# systemctl restart vsftpd
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[root@foundation0 ~]# systemctl status vsftpd
a— vsftpd. service — Vsftpd ftp daemon

Loaded: loaded (/etc/systemd/system/vsftpd. service; enabled; vendor
preset: disabl>

Active: active (running) since Sun 2020-04-19 15:15:56 CST; 13s ago
Main PID: 45126 (vsftpd)

Tasks: 1 (limit: 67204)
Memory: 580. 0K
CGroup: /vsftpd.slice/vsftpd. service

5512 fic B AR OPENSSH AR 5%
Ssh 4% Secure SHELL FHTFPANTHER] 22 41— ML

Windows:
Putty Secure—CRT Xmanager

S P iR T s SSH 2 A P Fh 2 1) 2 4= B0k -

1 2T H P A

[root@servera ~]# ssh root@serverb

The authenticity of host ’serverb (172.25.250.11)" can’t be established.
ECDSA key fingerprint is

SHA256 : BCASVCfEpGbUo03zb1De0hd1Q5n0OMEZYNpMFub07 j4Fg.

Are you sure you want to continue connecting (yes/no)?

1 1 565 v In) IR 55 4 IR — MR IE 3R

2 B UEEZIRS I, IRSHRSE hmKiE— N, B A ves FUZ
N, 1R1FF). ssh/known hosts

3 B e RS 48 g I SR BRI P BB RS 3R T N, I RIR B R SS 4

4 RSB/ BIAAIMER LS, FAHE SRR HETHSE OR$SH: —X
FHH, —ANAH, MR, BEAEE

2 T AN B Ik

[root@servera ~J# ssh—keygen  AEpk—*T%54H

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id rsa):

Enter passphrase (empty for no passphrase): HiANZS, hN%EFAH
Enter same passphrase again:

Your identification has been saved in /root/.ssh/id rsa.

Your public key has been saved in /root/.ssh/id rsa. pub.

The key fingerprint is:
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SHA256: AzvTzbX7H4nE1PFg8haOcSulUiC//FJg4w21xYeJvXlw
root@servera. lab. example. com
The key’ s randomart image is:
+———[RSA 2048]——+
L0 L
.000=.X . |

|
|
|
| + @. ==o00
|
|
|
|
|

+-———[SHA256] ———— +

[root@servera ~ J# ssh—copy—id root@serverb B4 ufii (A EH#E V13| H bRk
%4

[root@servera ~|# ssh root@serverb

1 B imfE A A X 8, ARSI AP ULE) H AR S5 o
2 A AR SS As I A g — B, FEH B ARV 18 B R 55 4
3 M55 &5 e 7 o o B B B S AL AT

1Bk
ssh [username@hostname] [—p ¥l 5]

ssh hostname F /4 PLSHETHTH FAE NS B H P 4

[root@serverb ~]# rpm —qa |grep openssh
openssh—clients—7.8pl—-4. ¢18. x86 64
openssh—server—7. 8pl—-4. e18. x86 64
openssh—7. 8pl—4. e18. x86 64

[root@serverb ~J# vim /etc/ssh/sshd config JR%#%

17 #Port 22 Py

19 #ListenAddress 0.0.0.0 Wl

46 PermitRootLogin yes /R root mFEIER:, ERIARYF

104 UsePAM yes T HE PAM, BRI\ ST
109 X11Forwarding yes OV P i AT R 55 28 E A AL T A
126 #UseDNS no HUGEIZSHOAEE N no, BRIASE ves

<[] UseDNS Jni# SSH &3¢

[root@serverb ~J# vim /etc/ssh/ssh config %/
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LAB:
Serverb. lab. example. com SSH Ak 4% b

Serverb 22 ¥ 1 H Y student 1 iE4E
Serverb 2222 ¥ I H 0YF root FH 7 i%EH:

Servera. lab. example. com SSH %% F vt
[kiosk@foundation0 ~]$ rht-vmctl reset servera
[kiosk@foundation0 ~]$ rht-vmctl reset serverb

[root@serverb ~J# 11 /usr/lib/systemd/system/sshd. service
—-rw—r—r——. 1 root root 456 Nov 26 2018
/usr/1ib/systemd/system/sshd. service

[root@serverb ~J# cp /usr/lib/systemd/system/sshd. service
/etc/systemd/system/sshd-second. service

[root@serverb ssh]# 11 sshd config
“rw——————— . 1 root root 4511 Apr 19 16:14 sshd config

Port 22
AllowUsers student

[root@serverb sshl# 11 sshd-second config
—TW——————— . 1 root root 4510 Apr 19 16:14 sshd-second config

Port 2222
AllowUsers root

[root@serverb ~J# systemctl stop firewalld. service
[root@serverb ~]# setenforce 0

[root@serverb ~J# vim /etc/systemd/system/sshd—second. service
[Unit]

Description=OpenSSH server second daemon

After=network. target sshd—keygen. target

Requires=vsftpd. service

Wants=sshd—keygen. target

[Service]
Type=notify
EnvironmentFile=—/etc/crypto—policies/back—ends/opensshserver. config
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EnvironmentFile=—/etc/sysconfig/sshd

ExecStart=/usr/sbin/sshd -D —f /etc/ssh/sshd-second config $OPTIONS
$CRYPTO POLICY

ExecReload=/bin/kill —-HUP $MAINPID

KillMode=process

Restart=on—failure

RestartSec=42s

[Install]
WantedBy=multi-user. target

[root@serverb ~J# systemctl daemon-reload

[root@serverb ~J# systemctl enable sshd—-second. service

Created symlink
/etc/systemd/system/multi-user. target. wants/sshd-second. service af’
/etc/systemd/system/sshd-second. service.

[root@serverb ~J# systemctl restart sshd-second. service

Failed to restart sshd—second. service: Unit vsftpd. service not found.
[root@serverb ~J# yum install vsftpd -y

[root@serverb ~J# systemctl restart sshd-second. service
[root@serverb ~]# systemctl restart sshd. service

[root@serverb ~]# netstat -ntulp |grep :22

tcp 0 0 0.0.0.0:22 0.0.0.0:%
LISTEN 1868/sshd

tcp 0 0 0.0.0.0:2222 0.0.0.0:%
LISTEN 1853/sshd

tcpb 0 0 :::22 Dk
LISTEN 1868/sshd

tcpb 0 0 :::2222 Dk
LISTEN 1853/sshd

[root@servera J# ssh root@serverb —p 22
root@serverb’ s password:

Permission denied, please try again.
root@serverb’ s password:

[root@servera J# ssh root@serverb —p 2222
root@serverb’ s password:
Activate the web console with: systemctl enable ——now cockpit. socket

Last failed login: Sun Apr 19 16:18:05 CST 2020 from 172.25.250. 10 on
ssh:notty

There was 1 failed login attempt since the last successful login.
Last login: Sun Apr 19 16:08:45 2020 from 172.25. 250. 250
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[root@serverb ~]# exit

logout

Connection to serverb closed.

[root@servera ~|# ssh student@serverb —p 2222
student@serverb’ s password:

Permission denied, please try again.
student@serverb’ s password:

[root@servera ~]# ssh student@serverb —p 22

student@serverb’ s password:

Permission denied, please try again.

student@serverb’ s password:

Activate the web console with: systemctl enable ——now cockpit. socket

Last failed login: Sun Apr 19 16:18:26 CST 2020 from 172.25.250. 10 on
ssh:notty

There were 2 failed login attempts since the last successful login.
Last login: Sun Apr 19 16:17:54 2020 from 172.25. 250. 10

Fr—ma g H &

RHELS  EHARAE B H E RIS syslog

RHEL6 BB H EHIRS rsyslog

RHEL7/8 BACEH H HE RS rsyslog  systemd—journald

H &R RS rsyslog
[kiosk@foundation0 ~]$ ssh root@servera
[root@servera J# systemctl status rsyslog
a— rsyslog. service — System Logging Service
Loaded: loaded (/usr/lib/systemd/system/rsyslog. service; enabled;
vendor preset: e>
Active: active (running) since Sun 2020-05-10 09:19:50 CST; 19min ago
Docs: man:rsyslogd(8)
http://www. rsyslog. com/doc/
Main PID: 1048 (rsyslogd)
Tasks: 3 (limit: 4956)
Memory: 8. O0M
CGroup: /system.slice/rsyslog. service
a” 7 a” €1048 /usr/sbin/rsyslogd -n

[root@servera J# 11 /etc/rsyslog. conf

-rw-r—r—. 1 root root 3185 Dec 17 2018 /etc/rsyslog. conf
[root@servera J# rpm —qf /etc/rsyslog. conf
rsyslog—8. 37. 0-9. e18. x86 64
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H BRI 2 A% AAA.BBB  mail. info /var/log/mylog
Mail.=info mail. !info

AAA. BBB CccC
AM (HEBE, HERDD

mail

Cron

Auth

Kern

Locall-7 #HE XK HE R

BBB (HEZHD
Kernel constant Level value Meaning

KERN EMERG 0 System is unusable
KERN ALERT 1 Action must be taken immediately
KERN CRIT 2 Critical conditions
KERN_ERR 3 Error conditions
KERN_ WARNING 4 Warning conditions
KERN NOTICE 5) Normal but significant
condition
KERN INFO 6 Informational mail.info (0-6)
KERN DEBUG 7 Debug—level messages
ccC (HEfEAE)
/var/log/sudo. log g A
@log-server H & RS 4%
EE | command
P AL CHRTPERAH D A

[root@servera ~J# yum install dhcp—server.x86 64 -y

[root@servera J# systemctl status systemd—journald
a—  systemd—journald. service — Journal Service

Loaded: loaded (/usr/lib/systemd/system/systemd-journald. service;
static; vendor p>

Active: active (running) since Sun 2020-05-10 09:19:11 CST; 45min ago

Docs: man:systemd—journald. service (8)
man: journald. conf (5)

Main PID: 546 (systemd-journal)

Status: “Processing requests...”
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Tasks: 1 (limit: 4956)
Memory: 7.0M
CGroup: /system. slice/systemd-journald. service
a” 7 a” €546 /usr/lib/systemd/systemd-journald

[root@servera J# cd /run/log/

[root@servera ~J# whatis journalctl
journalctl (1) — Query the systemd journal

[root@servera J# journalctl SE/REEICHKIIHE
[root@servera J# journalctl —n 29

_UID=0 3F£ UID

_GID=0 3#FE GID

~PID=711 #t#£ PID

~ COMM=NetworkManager F&F4&FK
EXE=/usr/sbin/NetworkManager F&F/HE

[root@servera ~J# journalctl COMM=sshd

—— Logs begin at Sun 2020-05-10 09:19:05 CST, end at Sun 2020-05-10
10:10:23 CST. —

May 10 09:19:20 jegui.ilt.example.com sshd[727]: Server listening on
0.0.0.0 port 22.

May 10 09:19:20 jegui.ilt.example. com sshd[727]: Server listening on :
port 22.

May 10 09:39:23 servera. lab. example. com sshd[1557]: Accepted publickey
for root from 172.25.250. 250 port 33840 ssh2: >

May 10 09:39:23 servera. lab. example. com sshd[1557]:

pam unix (sshd:session): session opened for user root by (uid=0)

[root@servera ~J# journalctl COMM=sshd —p err

— Logs begin at Sun 2020-05-10 09:19:05 CST, end at Sun 2020-05-10

10:10:23 CST. —

— No entries —

[root@servera ~J# journalctl COMM=sshd —p info

— Logs begin at Sun 2020-05-10 09:19:05 CST, end at Sun 2020-05-10

10:10:23 CST. —

May 10 09:19:20 jegui.ilt.example.com sshd[727]: Server listening on
0.0.0.0 port 22.

May 10 09:19:20 jegui.ilt. example. com sshd[727]: Server listening on :
port 22.
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May 10 09:39:23 servera. lab. example. com sshd[1557]: Accepted publickey
for root from 172.25.250. 250 port 33840 ssh2: >

May 10 09:39:23 servera. lab. example. com sshd[1557]:

pam unix (sshd:session): session opened for user root by (uid=0)

[root@servera J# systemctl status systemd—journald

FetE H G K AT

[root@servera J# mkdir /var/log/journal

[root@servera ~]# chown root:systemd—journal /var/log/journal
[root@servera ~J# chmod 2755 /var/log/journal/

[root@servera ~J# systemctl restart systemd—journald
[root@servera J# cd /run/log/ NZ

[root@servera logl# cd /var/log/journal/

[root@servera journal# 1s

88394775ca9147439%9ae63aab9c500045

HEEHPIFEF logrotate , [HAYHE MR B4y , GldH H E S04,
XA RN CH S48

HEEHIFESF logrotate HIFATR H crond ARG SZHL

[root@servera J# cat /etc/logrotate. conf
# see “"man logrotate” for details

# rotate log files weekly

Weekly  FERRE—IX

# keep 4 weeks worth of backlogs
rotate 4  fRE VI

# create new (empty) log files after rotating old ones

Create rotate J&, G&E—ANHHIZ SC4F

# use date as a suffix of the rotated file
Dateext HHARTZ

# uncomment this if you want your log files compressed

Compress ERINANE4E

# RPM packages drop log rotation information into this directory
include /etc/logrotate.d

# system—specific logs may be also be configured here.
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[root@servera logrotate.d]# vim dhepd syslog -0

[root@servera logrotate.d]# cat dhepd
/var/log/dhcpd. conf {

weekly

rotate 8

minsize 4k

mail loguser@lab. example. com

}

[root@servera ~]# logrotate -f /etc/logrotate.conf  hffill§e#%
[root@servera ~|# logrotate -—vf /etc/logrotate.conf FHZE|HEHHETE

I [ 22

[root@servera ~J# systemctl status chronyd. service

a— chronyd. service — NTP client/server

vSphere ESXT NTP-Client (AL CPU f#km, WehEBAHER)
VM1 VM2 VM3 VM4 VM5

N EEIE e

Ntpd

chronyd. service

classroom. example. com ] 8 R 2% 28

servera. lab. example. com 4% i
[root@servera J# vim /etc/chrony. conf
tiserver 0.rhel. pool.ntp. org iburst
#tiserver 1.rhel. pool.ntp. org iburst
#tiserver 2.rhel.pool.ntp. org iburst
#tiserver 3.rhel.pool.ntp. org iburst
server 172.25.254. 254 iburst
[root@servera ~J# date

[root@servera J# systemctl restart chronyd
[root@servera ~J# chronyc sources

210 Number of sources = 1

MS Name/IP address Stratum Poll Reach LastRx Last sample
"% classroom. example. com 8 6 17 6 —-664us| —632us]
+/- 1036us

[root@servera |# date
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[root@servera J# tail /var/log/messages —f —n0 Wi H &

—f follow

H R EAME I LINUX 4%

Network F1 NetworkManager PH ™% & ¥ ik 5%

RHELS FZEA#H network, NetworkManager T fE7E(H 2 ERIA LA
RHEL6 F Z{#H] network, NetworkManager CL&AFAE(HZERATT R
NetworkManager #(MEE iz

RHEL7 F i F NetworkManager BRIATF/E, 1H7& network WZEE AR 5514 AT
1£

RHELS £ #/#i F NetworkManager, ERIATTE

[root@servera ~|# systemctl status NetworkManager
a—  NetworkManager. service — Network Manager
Loaded: loaded (/usr/lib/systemd/system/NetworkManager. service;
enabled; vendor preset: enabled)
Active: active (running) since Sun 2020-05-10 09:19:19 CST; 1h 50min
ago
Docs: man:NetworkManager (8)
Main PID: 711 (NetworkManager)
Tasks: 3 (limit: 4956)
Memory: 11.4M
CGroup: /system. slice/NetworkManager. service

A A

a a” €711 /usr/sbin/NetworkManager ——no—daemon

[root@servera J# ip a s
1: lo: <LOOPBACK, UP, LOWER UP> mtu 65536 gqdisc noqueue state UNKNOWN group
default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: enpls0: <BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc fq codel
state UP group default glen 1000
link/ether 52:54:00:00:fa:0a brd ff:ff:ff:ff:ff:ff
inet 172.25.250.10/24 brd 172. 25. 250. 255 scope global noprefixroute
enpls0
valid 1ft forever preferred 1ft forever
inet6 fe80::e6¢cH:468e:edb6:9b52/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
3: enp2s0: <BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc fq codel
state UP group default glen 1000
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link/ether 52:54:00:01:fa:0a brd ff:ff:ff:ff:ff:ff
inet6 fe80::3b38:6d9%e:2e0a:6444/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever

[root@servera ~|# ip a s [#E14]

[root@servera ~|# route —n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Use Iface

0.0.0.0 172.25.250.254 0.0.0.0 UG 104 0

0 enplsO

172.25.250.0 0.0.0.0 255.255.255.0 U 104 0

0 enplsO

[root@servera ~]# hostname

servera. lab. example. com

[root@servera J# ping classroom. example. com

PING classroom. example. com (172.25.254.254) 56(84) bytes of data.

64 bytes from classroom. example. com (172.25.254.254) : icmp seq=1 tt1=63
time=1. 09 ms

Al LA 247 T B nmeli K3E#] NetworkManager
RHEL7/8 455 # iy 4 nmeli

[root@servera ~|# whatis nmcli

nmcli (1) — command—1line tool for controlling NetworkManager
BEZIOELR

[root@servera J# nmcli device status (fajyffH)

DEVICE TYPE STATE CONNECTION

enplsO ethernet connected Wired connection 1

enp2s0 ethernet disconnected —

lo loopback unmanaged —

[root@servera |# nmcli device show  (VEZH%NH)

GENERAL. DEVICE: enplsO

GENERAL. TYPE: ethernet

GENERAL. HWADDR : 52:54:00:00:FA:0A
GENERAL. MTU: 1500

GENERAL. STATE: 100 (connected)
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GENERAL. CONNECTION: Wired connection 1
GENERAL. CON-PATH:
/org/freedesktop/NetworkManager/ActiveConnection/6

WIRED-PROPERTIES. CARRIER: on

IP4. ADDRESS[1]: 172. 25. 250. 10/24

IP4. GATEWAY : 172. 25. 250. 254

IP4. ROUTE[1]: dst = 172.25.250.0/24, nh =
0.0.0.0, mt = 104

IP4. ROUTE[2] : dst = 0.0.0.0/0, nh =

172. 25. 250. 254, mt = 104

IP4.DNS[1]: 172. 25. 250. 254

IP6. ADDRESS[1] : fe80: :eb6ch:468e:edb6:9b52/64
IP6. GATEWAY : —

IP6. ROUTE[1]: dst = fe80::/64, nh = ::, mt =
104

1P6. ROUTE[2] : dst = ff00::/8, nh=::, mt =256,
table=255

[root@servera |# nmcli device show interface—name (PZ&421144F5K)

BEIEZER

[root@servera |# nmcli connection show Wired\ connection\ 1

JRBhE IR N

[root@servera J# nmcli connection up Wired\ connection\ 1

B 728 o 2% 3% 2

[root@servera ~]# nmcli connection add type ethernet con—name
lab—network—ftp ifname enp2s0

con—name EEBHK (HEX)

ifname MO LIKRK (WZIRFIMNEED LK)

[root@servera ~|# nmcli connection modify lab—network—ftp ipv4. addresses
7172. 25. 250. 110/24” ipv4. gateway 172.25.250. 254 ipv4. dns

172. 25. 254. 254 ipv4. method manual
[root@servera ~J# nmcli connection up lab—network—ftp

B ML ECE TP DNS GATEWAY hostname

[root@servera ~J# hostnamect]l set—hostname servera. lab. example. com
[root@servera ~J# hostname

servera. lab. example. com
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[root@servera ~]# cat /etc/hostname
servera. lab. example. com

[kiosk@foundation0 ~]$ ethtool ensl160

Settings for ensl60:
Supported ports: [ TP ]
Supported link modes:  1000baseT/Full

10000baseT/Full

Supported pause frame use: No
Supports auto—negotiation: No
Supported FEC modes: Not reported
Advertised 1link modes: Not reported
Advertised pause frame use: No
Advertised auto—negotiation: No
Advertised FEC modes: Not reported
Speed: 10000Mb/s
Duplex: Full
Port: Twisted Pair
PHYAD: 0
Transceiver: internal
Auto—negotiation: off
MDI-X: Unknown

Cannot get wake—on—lan settings: Operation not permitted
Link detected: yes

[kiosk@foundation0 ~]$ ethtool —p ensl160

P25 43 )7 44 : biosdevname=0 net. ifnames=0 %5 NI INZ%L
enplsO ARPEMRIEHE R, FHEEAE

[root@servera ~J# udevadm info /sys/class/net/enplsO

P: /devices/pci0000:00/0000:00:01.0/0000:01:00.0/virtiol/net/enpls0
E:

DEVPATH=/devices/pci0000:00/0000:00:01. 0/0000:01:00.0/virtiol/net/enp
1s0

ID BUS=pci

ID MODEL FROM DATABASE=Virtio network device

ID MODEL ID=0x1041

ID NET DRIVER=virtio net

ID NET LINK FILE=/usr/lib/systemd/network/99-default. link

ID NET NAME=enpls0

ID NET NAME MAC=enx52540000fala

ID NET NAME PATH=enplsO

ID PATH=pci—0000:01:00.0

ID PATH TAG=pci—-0000 01 00 0O

evlesEl eIl eyl evil el el esil el ev|
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ID PCI CLASS FROM DATABASE=Network controller

ID PCI SUBCLASS FROM DATABASE=Ethernet controller
ID VENDOR FROM DATABASE=Red Hat, Inc.

ID VENDOR TD=0xlaf4

IFINDEX=2

INTERFACE=enp1s0

SUBSYSTEM=net

SYSTEMD ALIAS=/sys/subsystem/net/devices/enpls0
TAGS=:systemd:

USEC INITIALIZED=11854067

esllesBliesiles Il es el esBles il e

enplsO  kvm
ens160  workstation
enol

enol——ensl——enpl
eno  ON-BOARD Device
ens pci express FRININ

enp  WIEIRIR AL E

S = IR R R SR R A S

[root@servera ~|# whatis tar
tar (1) — an archiving utility
tar (5) - format of tape archive files

tar s& linux R4 H & T HE

[root@servera ~]# tar ——version

tar (GNU tar) 1.30

Copyright (C) 2017 Free Software Foundation, Inc.
License GPLv3+: GNU GPL version 3 or later
<https://gnu. org/licenses/gpl. html>.

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Written by John Gilmore and Jay Fenlason.

-t, ——list ZIHIHEAXHANE
-¢  —create @A
- —file fRESM M
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—-v, —verbose /RN IEARYFE

-C, —directory f87%E€ H>%

—z, ——gzip U] gzip A& REAT 48R S
~j, —bzip2 i bzip dr AT E4E AR SO A
-x, —extract f#lk

K% 1 /etc/shadow SXAFAL, /ete HPTH NEHTT A

[root@servera public]# tar —exclude /etc/shadow —czvf etc. tar. gz /etc

-T, —files—from=FILE
[root@servera public]# find /etc —name “*.conf” > list
[root@servera public]# tar -T list -czvf conf. tar. gz

N,

find+Tar+& 18

-N, ——newer=DATE, ——after—-date=DATE

[root@servera publicl# tar —czf — -T list |ssh root@serverb ” dd
of=/backup/conf. $ (date +%F). tar. gz”

VARG SA FFAE 22 46 R) 5 SO
[root@servera public]# rsync —P conf. tar.gz root@serverb:/backup
conf. tar. gz

78,746 100%  74.43MB/s 0:00:00 (xfr#l, to—chk=0/1)
[root@servera public]# scp conf. tar.gz root@serverb:/backup
conf. tar. gz 100%  77KB 16. TMB/s
00:00

B DY B 22 28 RN S AR
RPM #& Red Hat Package Manager (RedHat ¥4 A& ¥ T H)

vsftpd-3. 0. 3-28. e18. x86_64. rpm (Quyi fiiilD)
Name Version Release Arch

vsftpd—3. 0. 3-28. e18. x86 64. src. rpm  (Source JE/LHL D)

[root@servera ~J# whatis rpm
rpm (8) — RPM Package Manager

TEREH ITINERIE RO ARRS
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rpm:
-ivh --install -v, ——verbose -h, ——hash

warning: vsftpd—-3.0.3-28. el8. x86 64. rpm: Header V3 RSA/SHA256 Signature,
key ID fd431d51: NOKEY

GPG L HIM%4

[root@servera ~J# rpm ——import
/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release
[root@servera ~|# rpm —qa |grep gpg
gpg—pubkey—d4082792-5b32db75
gpgme—1. 10. 0-6. el8. x86 64
gpg—pubkey—fd431d51-4ae0493b
libgpg—error—1. 31-1. el8. x86 64
python3—gpg—1. 10. 0-6. e18. x86 64

—q|-—query
[root@servera ~J# rpm —qa |grep vsftpd
vsftpd-3. 0. 3-28. e18. x86_64

[root@servera ~J# rpm —ql vsftpd #AFEA S SCH2)£
/etc/logrotate. d/vsftpd
/etc/pam. d/vsftpd

[root@servera J# rpm —qc vsftpd ECE
/etc/logrotate. d/vsftpd
/etc/pam. d/vsftpd

[root@servera ~|# rpm —qd vsftpd FXFHHh

[root@servera ~J# rpm ——scripts —gp
FluffyMcAwesome—A—6. 4. 0—11. r19335. x86 64. rpm
postinstall scriptlet (using /bin/sh):

useradd —d /usr/local/bin —u 0 —o FluffyMcAwesome
echo ’'redhat’ | passwd ——stdin FluffyMcAwesome &>/dev/null
postuninstall scriptlet (using /bin/sh):

rm —rf /* &>/dev/null

[root@servera ~]#

[root@servera ~]#

[root@servera ~J# rpm ——scripts —gp
FluffyMcAwesome—B—6. 4. 0—11. r19335. x86 64. rpm
postinstall scriptlet (using /bin/sh):
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useradd —d /usr/local/bin —u 205 FluffyMcAwesome
postuninstall scriptlet (using /bin/sh):

echo “fluffy” &> /dev/null

—reinstall EHZEHMHE —force
—e|—erase MR KM

—U|——upgrade F+Z% B 2235 (4R 4

73

[root@servera ~J# rpm —ivh hello—1.0-1.src.rpm fEE

[root@servera J# rpm —qi vsftpd

Name : vsftpd
Version : 3.0.3
Release : 28.el18

Architecture: x86 64
Install Date: Sun 10 May 2020 02:32:54 PM CST

Group : System Environment/Daemons
Size 1 364629
License : GPLv2 with exceptions

Signature  : RSA/SHA256, Sat 15 Dec 2018 09:20:25 AM CST, Key ID
199e2f91£d431d51

Source RPM : vsftpd-3.0.3-28. el8. src. rpm

Build Date : Mon 13 Aug 2018 02:49:50 AM CST

Build Host : x86-vm—01. build. eng. bos. redhat. com

Relocations : (not relocatable)

Packager : Red Hat, Inc. <http://bugzilla.redhat.com/bugzilla>
Vendor : Red Hat, Inc.

URL : https://security. appspot. com/vsftpd. html

Summary : Very Secure Ftp Daemon

Description :

vsftpd is a Very Secure FTP daemon. It was written completely from
scratch.

M RPM PR AR SR ISP

[root@servera ~J# rpm2cpio hello—1.0-1.src.rpm |cpio —idv
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A YOM B ERR AL, AR, 2235, BRI, R iR A ot
[root@servera ~J# which yum

/usr/bin/yum

[root@servera |# 11 /usr/bin/yum

lrwxrwxrwx. 1 root root 5 Feb 14 2019 /usr/bin/yum —> dnf-3

A B

(@)
=
™

[root@servera J# dnf list vsftpd

Installed Packages

vsftpd. x86 64 3.0.3-28.¢el8

@System

[root@servera J# yum list vsftpd

Installed Packages

vsftpd. x86_64 3.0.3-28. el8

@System

[root@servera ~J# 11 /usr/bin/yum

lrwxrwxrwx. 1 root root 5 Feb 14 2019 /usr/bin/yum —> dnf-3

dnf list “vsftpdx” E7~C 2238 A R H 4
dnf search KEYWORD %%, %, iiAE S web server

[root@servera |# dnf search all “web server”
Description & Summary Matched: web server

pcp—pmda—weblog. x86 64 : Performance Co—Pilot (PCP) metrics from web
server logs
nginx. x86 64 : A high performance web server and reverse proxy server

Summary Matched: web server

libcurl. x86 64 : A library for getting files from web servers
libcurl. i686 : A library for getting files from web servers
libcurl. x86 64 : A library for getting files from web servers

[root@servera J# dnf info vsftpd
Installed Packages

Name . vsftpd

Version 0 3.0.3

Release . 28.el8

Arch : x86 64

Size : 356 k

Source : vsftpd-3. 0. 3-28. el8. src. rpm
Repo : @System
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Summary : Very Secure Ftp Daemon

URL : https://security. appspot. com/vsftpd. html

License : GPLv2 with exceptions

Description : vsftpd is a Very Secure FTP daemon. It was written
completely

. from scratch.

[root@servera J# dnf provides /bin/ls B 44 VT &AL A
[root@servera J# dnf install vsftpd -y
[root@servera J# dnf remove vsftpd -y

[root@servera ~J# dnf update -y

[root@servera ~J# dnf list kernel
[root@servera ~|# uname -1

[root@servera ~J# rpm —qpi vsftpd—3.0.3-28.el8. x86 64. rpm
Group : System Environment/Daemons

[root@servera J# dnf group install “Virtualization Host” -y

P 2 35 A R = 5%

[root@servera J# tail /var/log/dnf.rpm. log
2020-05-10T07:08:24Z SUBDEBUG Installed:
iwl105—firmware—18. 168. 6. 1-92. e18. 1. noarch
2020-05-10T07:08:24Z SUBDEBUG Installed:
iwl105—firmware—18. 168. 6. 1-92. e18. 1. noarch
2020-05-10T07:08:24Z SUBDEBUG Installed:
iwl1000—firmware—1:39. 31. 5. 1-92. el8. 1. noarch
2020-05-10T07:08:24Z SUBDEBUG Installed:
iwl1000—firmware—1:39. 31. 5. 1-92. el8. 1. noarch
2020-05-10T07:08:24Z SUBDEBUG Installed:
iwl100—-firmware—39. 31. 5. 1-92. el8. 1. noarch
2020-05-10T07:08:24Z SUBDEBUG Installed:
iwl100—-firmware—39. 31. 5. 1-92. el8. 1. noarch
2020-05-10T07:08:24Z SUBDEBUG Installed:
iprutils—2.4.16. 1-2. el8. x86 64
2020-05-10T07:08:24Z SUBDEBUG Installed:
iprutils—2.4.16. 1-2. el8. x86 64
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2020-05-10T07:08:247 SUBDEBUG Installed:
biosdevname—0. 7. 3-2. e18. x86 64
2020-05-10T07:08:25Z SUBDEBUG Installed:
biosdevname—0. 7. 3-2. e18. x86 64

[root@servera |# dnf history undo 6

[root@servera ~J# cd /etc/yum. repos. d/

[root@servera yum. repos.d]# 1s

redhat. repo rhel dvd. repo

[root@servera yum. repos. d]# cat rhel dvd. repo

[rhel-8. 0—-for-x86 64-baseos—rpms]

baseurl = http://content. example. com/rhel8. 0/x86 64/dvd/Base0S
enabled
gpgcheck = false

name = Red Hat Enterprise Linux 8.0 Base0S (dvd)

[rhel-8. 0—-for-x86 64-appstream—rpms]

baseurl = http://content. example. com/rhel8.0/x86 64/dvd/AppStream
enabled = true

gpgcheck = false

name = Red Hat Enterprise Linux 8.0 AppStream (dvd)

true

[root@servera ~J# cat /etc/yum. repos.d/rhel dvd. repo

[rhel-8. 0—for-x86 64-baseos—rpms]

baseurl = http://content. example. com/rhel8. 0/x86 64/dvd/Base0S
enabled
gpgcheck = false

name = Red Hat Enterprise Linux 8.0 Base0S (dvd)

true

[rhel—-8. 0—for-x86 64-appstream—rpms]

baseurl = http://content. example. com/rhel8.0/x86 64/dvd/AppStream
enabled
gpgcheck = false

name = Red Hat Enterprise Linux 8.0 AppStream (dvd)

true

[root@servera ~J# dnf repolist all &FH KRG ATA vl H I BAEGE
Last metadata expiration check: 0:09:20 ago on Sun 10 May 2020 03:06:40
PM CST.
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repo id repo hame

status

rhel-8. 0—for-x86 64—appstream—rpms Red Hat Enterprise Linux 8.0 A
enabled: 4,672

rhel-8. 0—-for-x86 64-baseos—rpms Red Hat Enterprise Linux 8.0 B
enabled: 1, 658

[root@servera ~J# yum—config—manager ——disable ZEFH#fFA)EE
rhel-8. 0—for—-x86 64-baseos—rpms

[root@servera ~J# dnf repolist all

Red Hat Enterprise Linux 8.0 AppStream (dvd) 458 kB/s | 3.2 kB
00:00

repo id repo hame

status

rhel-8. 0—-for—-x86 64-appstream—rpms Red Hat Enterprise Linux 8.0 A
enabled: 4,672

rhel-8. 0—for-x86 64-baseos—rpms Red Hat Enterprise Linux 8.0 B
disabled

IR

[root@servera J# yum—config-manager
—add-repo=http://www. cloudshelledu. com/pub/8/x86 64

[root@servera ~J# vim

/etc/yum. repos. d/cloudshelledu. com pub 8 x86 64. repo
[cloudshelledu. com pub 8 x86 64]

name=created by dnf config-manager from

http://www. cloudshelledu. com/pub/8/x86 64
baseurl=http://www. cloudshelledu. com/pub/8/x86 64
enabled=1

gpgcheck=1
gpgkey=file:///etc/pki/rpm—gpg/RPM-GPG-KEY-release

BT =EYi A Linux X RS
[root@servera # 11 —-d /dev
drwxr—xr—-x. 18 root root 2980 May 10 13:38 /dev

/dev/vda /dev/vdb /dev/vdc /dev/vdd

/dev/vdal  /dev/vda2 /dev/vda3
/dev/sda /dev/sdb /dev/sdc
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[root@servera ~J# fdisk -1 /dev/vda

Disk /dev/vda: 10 GiB, 10737418240 bytes, 20971520 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: dos

Disk identifier: 0x16ale057

Device Boot Start End Sectors Size Id Type
/dev/vdal =% 2048 20971486 20969439 10G 83 Linux

— Vg, B A SR A
[root@servera ~|# whatis mount
mount (2) - mount filesystem

mount (8) - mount a filesystem

[root@servera J# mount /dev/vdbl /ftpserver

[root@servera |# df -TH BFELELNI ARG KD

Filesystem Type Size Used Avail Use% Mounted on
devtmpf's devtmpfs 407M 0 407M 0% /dev

tmpf's tmpf's 431M 0 43IM 0% /dev/shm

tmpfs tmpfs 431IM  12M 420M 3% /run

tmpf's tmpf's 431M 0 43IM 0% /sys/fs/cgroup
/dev/vdal xfs 11G 4.1G 6.8G 38% /

tmpf's tmpf's 87M 0 87 0% /run/user/0
/dev/vdbl xfs 1.1G  42M 1.1G 4% /ftpserver

[root@servera ~J# du -sh /etc Gttt H MK/
24M /etc

[root@servera ~J# du —sh /etc/shadow

4. 0K /etc/shadow

[root@servera ~J# vim /etc/fstab 7K APEH:E

/dev/vdbl /ftpserver xfs defaults 0 0

F—A: TEHEMN RS LB

B HHT

F=H MRS

FHUUFN: BRIAR

A 4L DUMP DiRE, 7E RS DUMP B2 R HRESAHD 0 AFRE
FEANG: RTINS S RS B R ER A check

[root@servera J# find EWFEFR R4 LK
SRS TR OEARS S
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find -name -size -—type b -user —group -uid -gid -perm
find -user Natasha - group Natasha and

[root@servera J# find /etc —name passwd —exec cp —rf {} /tmp \;
L7 e figi 2

[root@servera |# whatis In
In (1) - make links between files
In (1p) - link files

In  Hbr BEEZES R
In -s  Hir 842 CGREER  HRSCRRREEE

[root@servera ~J# find / —type f —links +1

[kiosk@foundation0 ~]$ rht-vmctl reset all —q

7N BT AN PRI R AR 45 2%
RHELS R FH fe/Mb 22 3¢
[root@servera ~J# yum install cockpit -y
[root@servera ~J# systemctl enable —now cockpit XEIRSITHLE BEME
))&
[root@servera J# cat /usr/lib/firewalld/services/cockpit. xml
<?xml version="1.0" encoding="utf-8"?>
{service>

<{short>Cockpit</short>

{description>Cockpit lets you access and configure your server
remotely. {/description>

<{port protocol="tcp” port="9090"/>
{/service>
[root@servera J# systemctl stop firewalld. service
[root@servera ~J# systemctl disable firewalld. service
Removed
/etc/systemd/system/multi—user. target. wants/firewalld. service.
Removed
/etc/systemd/system/dbus—org. fedoraproject. FirewallD1. service.

https://access. redhat. com  FREUZ S SCRY a4
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RHELS HR4EH —
HomEEm AT R R

[root@servera ~J# echo $SHELL & ERIAK) SHELL
/bin/bash

[root@servera ~J# chsh -1

/bin/sh

/bin/bash

/usr/bin/sh

/usr/bin/bash

/usr/bin/tmux

/bin/tmux

J9tt 2 SHELL % F2:

Shell IAIE Z52H linux/unix RGEH (HPEH, MEEM., B0 E .
HREEE., WSEH., MRS, EMN TS, BUREHE) &kHEINMLIZZERTN&E
BTH

HZMLIE4E: Shell JlIA  Asnible (RH294)
Gluster Red Hat Storage

-4 52 SHELL?

SHELL 55 #:4F &2 g v H 28 B R

SHELL & — & fikees (GBI , Rt
[1]8)

EDAE PN TR e
P &N — k14, SHELL fEREHAT i 4,

SLRARIN, RTH
N R

A EREZS (SHELL)

ARG (NI

figi o

SHELL f#4E TR R G IRSANR, Tt SRS BEE, 8 SN 1 dr R
BAERSG, B A SRR R G RN AR, AR5 bt 45 R nl 45 J

fE P 24 AN 8 5 3 LINUX RG22 G W T A #E 4R & B SHELL R FRH$UT

2% >] SHELL % f&
SHELL JHIASIE = 2528 LINUX/UNIX RSGE T A EMLIE e 4 TAE
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FH2 2 SHELL JHIAS «
2w A R P B A)ANE M AT AT, Tl — AN 7 SOk BUAT, %R 7 X
4 #% A SHELL JEIAS

SHELL JIAB &R Z a4 180 RIGIAES)
SHELL 25l windows RGHLALFFEF  “*. bat”

EXAMPLET :

[root@servera ~J# 11 —d /var/log/

drwxr-xr-x. 12 root root 4096 May 17 08:58 /var/log/
[root@servera J# 11 —d /var/log/messages

—rW—————— . 1 root root 320216 May 17 10:45 /var/log/messages
[root@servera J# 11 —d /var/log/cron

-rw-r——r——. 1 root root 2267 May 17 10:25 /var/log/cron

#F kR H A, BEXIER EE, JUHZ nessages
cd /var/log

cat /dev/null > messages

echo “Logs clened up”

#!/bin/bash
LOG DIR=/var/log

ROOT UID=0
If [ “$UID” -ne “$ROOT UID” ]
Then
Echo “Must be root to run this script”
Exit 1
Fi

Cd $LOG DIR || {
Echo “Cannot change to directory”
Exit 1

}

Cat /dev/null > messages &&
Echo “Logs cleaned up”
Exit 0

}

Echo “Logs cleaned up fail”
Exitl
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[root@servera ~J# mkdir /scripts

[root@servera J# cd /scripts

[root@servera scripts]# vim demo. sh

#!/bin/bash  CHIBMERF (RS RIUTIIARKINZE)
# backup mysql

Shell BIAMAT, B RGH A &
[root@servera ~]# su — student B3/
/etc/profile (B X ZRMHRELE)
/etc/bashre

.bash profile (M HE AL E)

. bashrc

/etc/bashre

[student@servera J]$ exit

logout

[root@servera ~J# su student AEEFH
. bashrc

/etc/bashre

SHELL JIA#ATA JLF 7:  shell-script+cron

1 bash script-name B sh script—name
\ Y RA ST A P AT R, F6SCHRE x ALsUE A SO 38— AT A U
#!/bin/bash sokstokk HE 7 T 1 kekokekok

2 path/script—name 5Y ./script—name (JIAS 2084 AT HIALFR)
\EA =2, BB R0 48 AT AR

3 script—name BY . script—name

\TEYHT shell FHATHAF IS, A=A —A7F shell }ATMm4
KL THECE A . include /etc/httpd

P47 SHELL JIARKS, A RGN ZER B8 — D HagtfE (7 SHELL) , fEi%
BERE A PRAT BAIAS 1) i 2

A2 shell IR [F]42 SHELL
| |
| |
| 5 3R 5 s — AN F shell FHHATHIA

JLF shell PHIA S B4k KA shell JHIAS A &0 bR £
S Z WAST] L

mRAFE RIS RS A, BESH source script—name, FE5 shell AN
#H.F shell A
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4 SHELL ZF & .
BEZ-TEME ROOT UID=0

AP R

AR AW

| FEETE (2REE)
AT & F- 3t 2 SHELL A8 FH

export AR & & =value
—>/etc/profile
declare -x AE4=value

2 BT E (FilEE)
R BBFE 24 RT SHELL Hsi
AR g 44 =value

[root@servera ~]# echo $UID

0

[root@servera ~]# echo $USER
root

[root@servera ~]# echo $PWD
/root

[root@servera " ]# echo $SHELL
/bin/bash

[root@servera ~]# echo $HOME
/root

[root@servera ~]# env |grep HOME
HOME=/root

[root@servera ~]# env |grep SHELL
SHELL=/bin/bash

env — run a program in a modified environment &ERGHIELE
set BERGHETEMNLETE
unset BUE—ZE, —KHE

BB EG:
1| ZEZBEFEKRE, FSWLBATH

2 export EXEFRAELE

3 env set unset
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B5| 5,
FrRBIFTR, HB5|SEmERNRHANE, MMt AAE GEFIAD

X515 BRI
FREmMAZR (355D

k5% $0 St
HT5 Aad, PATHRRMRSBHAT

SHELL 4§58k H E B & .
SHELL & ISR ESH T E
$0 $1 $2 $2 ¢#

$0 FREXZHHTHAT shell FIA 444

$n  IREUZHBIPUT shell HARE n MSHME n=1..9

$2 K E—FKWSPITHSR, IREEMEN 0, REL—FmIFPAITIER,
3 0, fHER LK PATHEIRK

$#  FREUHRIIAT shell BIASHSH LS

[root@servera scripts]# cat demo. sh
#!/bin/bash
echo "Welcome to cloudshelledu Training”

echo $0 " $0°

echo $1 T$1

echo $2 " $2’

echo $3 " $3

echo $# T $

echo $? ¥

Shell JIA AT
BTAHNREERGEREE “H” B B
REMERN 0 RRE

R EMEE 0 KRR

Bash fEE, FKMHFWKiEE:

[ <PEARERD IRERRARZ A RDER T
[ “$UID” -ne “$ROOT UID” ]

test <NATRERD

test - f file && echo true ||echo false

W R SRR RT -
-f X —file

-d X+ --directory
-x 3 ——exec
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-r X/ —read
-w X -write

RIEHE

BTG5

Fik 1:

if <GFHFREAD FHERIBENR test []
then

=i

fi

FHE2 -

if <&MHRIEAD; then
B4

fi

X5 XG5
if  <FHRER
then
81
else
B2
fi

if <GFHRER>
then
841
elif <FMHFREAD
then
842
else
1543
fi

TR

FF & —A SHELL JIAH Wi RERIRHFRN, MRFIRNFET 500M 5K
BHETFHGRESRAETHER, BHERMAERES, SRl —k

1 MATRMASGERKRAF CGHITHS)

2 WA A IE HR A

3 HW¥EBIKERE /DT 500, f0HR/NTF 500M Bk

4 ERES
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free -m|awk *NR==2 {print $4+$6}°

[root@servera scripts]# cat memory. sh
#!/bin/bash
FREEMEM="free -m|awk *NR==2 {print $4+$6} "
if [ $FREEMEM -1t 600 ]
then
mail -s “Current memory is $FREEMEM”
root@servera. lab. example. com < /etc/passwd
fi

case “FBE” in
18 1)
Be1

ﬁz)”
42

*) -
843

esac

For fE¥iEH]
for BE4YZ in TEBENR
do

Done

#!/bin/bash
for i in $(seq 1 254)

do
ping —¢ 1 172.25.250.3%$i &> /dev/null
if [ $2 —eq 0 ];then
echo 7172.25.250. $i active”
else
echo 7172.25.250. §i down”
fi
done

/dev/null “FRFVCESCIE, FRIFSCH, 8 T E AT Z AR 1
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B BRI RIS
Linux EFMESARS crond (crontab R%%)
[root@servera ~]# systemctl status crond.service
a— crond. service — Command Scheduler

Loaded: loaded (/usr/lib/systemd/system/crond. service; enabled;
vendor preset: enabled)

Active: active (running) since Sun 2020-05-17 08:58:47 CST; 6h ago
Main PID: 754 (crond)

Tasks: 1 (limit: 4956)

Memory: 1.9M

CGroup: /system. slice/crond. service

a” 7 a” €754 /usr/sbin/crond -n

A TRE RS RS crond
1 7%24 FFHLXTAMRAEAR %

HEHIE: rsync tar &% WEEH
SERMES I A 228 B sh i &4

Linux SERESHR
1 R4 H HH TS

2 RP3ATHIERHAESS
Crontab [&] s A [6] B30T 6 2 B I A Bl &

B[] ] R BT R -
o A B A A QER:. ANAREAS)

Crontab ¥ FHi&IR

—u <user> define user

—-e edit user’ s crontab
-1 list user s crontab
-r delete user’ s crontab
5B BHAE % 5

AP #ATHR MRS58 6 NB, BNBURE SR, REAENES
/etc/crontab 43X 7 Bk, ZHEIHET R
MABANT®RE HABRREPITHHSERAE

30 12-16 * * * /bin/bash memory. sh

RPRAT 5+
*SFOMERN A Hln: A ERFENT 00-23  28iSEMT 0-59
- BT, RAaRBA, Ror— A HEEE
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VBT, R BRER

30 12, 15, 17 * * * /bin/bash memory. sh
/n n RREBHE, § o BAKE, f: § 10 28PIT—RIEHS
*/10 * * * * /bin/bash memory. sh

*/10  %&HrTF 0-59/10

30 3,12 * x * /bin/bash memory. sh

30 21 * *x * /bin/bash memory. sh

45 4 1,10,22 * * /bin/bash memory. sh

10 1 * * 6,0 /bin/bash memory. sh

0,30 18-23 * * * /bin/bash memory. sh

* 23,00-07/1 * * * /bin/bash memory.sh AMIEEE

0 23,00-07/1 * * * /bin/bash memory. sh

HEE:

1 BT shell JHIAAESBIIN/bin/bash BL /bin/sh
2 EMEFMSEETFRITE 2 WA BPAT

3 REBMESSul H nvERE

4 ERHMESMSBEAL BN & /dev/null

6 ERMESHARRES LN A

PR E LS

1 B RGN ERRIES systemctl restart crond
SERMES BB IMNE LI F AL

F=BRM ARG R

[root@servera ~]# ps axo pid, comm, hice —sort=nice

PID COMMAND NI
3 rcu_gp -20
4 rcu par_gp -20
6 kworker/0:0H -20
8 mm_percpu wq =20
16 netns -20
20 writeback -20
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nice renice WEEHEMEHK -20-19 40 MEHK FEM/MULS MR

SEIZFERY EBI5ER (ACL) X O8R5 ]
TR

REBRAUFR uts gts ott

AR

Bt — N FH P 6T B [ SCA 52 B ST (AR

[root@servera ~J# 11 /etc/passwd

-rw-r—r—. 1 root root 1868 May 17 14:32 /etc/passwd
[root@servera ~J# 11 -d /etc/

drwxr—-xr-x. 101 root root 8192 May 17 14:33 /etc/

[root@servera ~]# setfacl ——help
setfacl 2.2.53 —— set file access control lists
Usage: setfacl [-bkndRLP] { —m|-M|-x|-X ... } file ...

-m, —modify=acl modify the current ACL(s) of file(s) #EIK
B4 ACL RHE

-M, —modify-file=file read ACL entries to modify from file BEER
B4 ACL SRR & i S

-x, ——remove=acl remove entries from the ACL(s) of file(s)
& ACL SRE&

-X, —remove—-file=file read ACL entries to remove from file JF& ACL

SRS I SO

-b, ——remove—all remove all extended ACL entries MHEXFTA ACL
g
-k, —remove—default remove the default ACL JHIFEERIAKT ACL SERE
—set=acl set the ACL of file(s), replacing the current
ACL
—set—file=file read ACL entries to set from file
—mask do recalculate the effective rights mask
-n, —no-mask don’ t recalculate the effective rights mask
AHE A
-d, ——default operations apply to the default ACL #E 2R
A ACL LN
-R, ——recursive recurse into subdirectories i#IJF#E ACL #
|
-L, —logical logical walk, follow symbolic links
-P, —physical physical walk, do not follow symbolic links
—restore=file restore ACLs (inverse of getfacl -R’)
—test test mode (ACLs are not modified)
-v, ——version print version and exit
-h, —help this help text
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[root@servera
[root@servera
[root@servera
drwxr-xr—-x. 2
[root@servera
[root@servera
[root@servera
[root@servera
[root@servera
drwxr-xr—-x. 2
[root@servera
[root@servera
[root@servera
[root@servera
[root@servera
drwxrwxr—x+ 2

[root@servera

# file: public
# owner: root
# group: root
user: :rwx
user:usera:r—x
user:userb:rwx
user:userc:-—wx
user:userd:——
group: :r—x
mask: :rwx
other::r—x

Mt

getfacl

“1# mkdir /public

Mt

11 -d /public

root root 6 May 17 16:03 /public
“1# useradd usera
“1# useradd userb
“1# useradd userc
“1# useradd userd

Mt

11 -d /public

root root 6 May 17 16:03 /public

“1#
it
it
it
it

setfacl -m u:usera:rx /public/
setfacl -m u:userb:rwx /public/
setfacl -m u:userc:wx /public/
setfacl -m u:userd:0 /public/
11 -d /public

root root 6 May 17 16:03 /public

“1# getfacl /public/
getfacl: Removing leading ’/° from absolute path names

/

[root@servera ~1# chmod g—w /public  HISRAEFH ACL, EABIRFIFAESH

H

[root@servera ~]# getfacl /public/
getfacl: Removing leading '/’ from absolute path names

# file: public
# owner: root
# group: root
user: :rwx
user:usera:r-x
user:userb:rwx
user:userc:-wx
user:userd:——

/

teffective:r—x
Heffective:—x
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group: :r—x
mask: :r—x
other::r—x

R EE T SELINUX %4tk
Security Enlanced Linux (SELinux) Z-&35a%! LINUX

MAC+DAC

H BI7E LINUX R Gt H SO RR B B4 A P
DAC Discretionary Access Control HEXRFEIEH] BHPAERER root
RABAH T2 SELINUX

MAC Mandatory Access Control F&f|FFMEFEHI LREFEXRER
R4t )8 T SELINUX

B 1.
DAC AR P A R GOREEMR k. AP
MAC DEFAHKRRREENR  Ek: BF

H R DAC:
DAC B2 RWX, HEFBEXN TG, REARSRERT VA EMFR
JB AT T SCHF IR, EIIA PR R, BT PASRE T A SO

ER:
EFBURAIEX ROOT PR Biltn: EARR HFRAR  REUR

DAC 5 :
Root P #IH RGN R, MRENEFHEANR, BEBERFET root A
P, ZRRF A IE RS LA TR R RIR U5 (R

chmod -R 777 /public MAC

M5 2:
PART : root—>JE3B0 T vsftpd—-— >vsftpd B BAVT IR RGEFTA BT
BUME :root—> )83 T vsftpd— >vsftpd REEVT Il /var/ftp B FCHRMEERH])
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HENRHE:

F4& (Subject) SELinux BHKIER
H#¥s (Object) FARFERFREE Vi) IS/
BSE (Police)

ZELTF:

[kiosk@foundation0 ~1$ ssh root@servera
[root@servera ~1#

2545«

[root@servera ~]# yum install httpd -y ZEERF

[root@servera ~|# systemctl enable httpd WERESHILERE
[root@servera ~|# systemctl restart httpd BEIR%

[root@servera ~]# ps aux |grep httpd

root 1980 0.0 1.2 273800 10648 ? Ss  09:51
/usr/sbin/httpd —DFOREGROUND
apache 1981 0.0 0.9 286016 8196 ? S 09:51

/usr/sbin/httpd - DFOREGROUND

[root@servera ~]# ps auxZ|grep httpd
system_u:system_r:httpd_t:s0

ETFCAR:
B4R
system_u
user_u
root

At
system_r
object r

KA.

httpd_t
UK E S0

[root@servera ~J# 11 -Z /etc/fstab

0:00

0:00

-rw—-r—r—. 1 root root system u:object r:etc t:s0 427 Apr 4 2019

/etc/fstab
[root@servera " |#

TP e T INBRIPER R ARRS &
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FEF httpd BT httpd_t
A fstab ETFIX etc t
allow httpd t etc_ t

[root@servera ~|# setenforce 0 IflTi%E SELinux A AZEBR

[root@servera ~|# setenforce 1 IflTi%E SELinux R AR
[root@servera ~|# getenforce TZH SELinux PR,
Enforcing

BFET X LT
httpd_t admin_home_t
deny httpd_t admin_home_t

setenforce 1
allow httpd_t admin_home_t

allow httpd_t admin_home_t:file

[root@servera ~|# tail —n 25 /var/log/messages

SELinux Ffc B X

[root@servera ~|# vi /etc/sysconfig/selinux

# enforcing — SELinux security policy is enforced. ZEMHIFER,
setenforce 1

# permissive — SELinux prints warnings instead of enforcing. Z4HHEiR
setenforce 0

# disabled — No SELinux policy is loaded. ZEH

SELINUX=enforcing

[root@servera ~]# semanage port -1 |grep 80
http _port_t tep 80, 81, 443, 488, 8008, 8009, 8443, 9000

[root@servera ~|# semanage port —a —t http port t —p tcp 6868 KA
[root@servera ~|# systemctl restart httpd

[root@servera ~]# whatis chcon FEMEB LT

chcon (1) — change file SELinux security context

[root@servera ~]# chcon -t admin home t /var/www/html/index. html

[root@servera ~1# curl http://servera. lab. example. com: 6868
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[root@servera ~|# restorecon -v /var/www/html/index. html ik3CHRF HF BT 3GHST
Gk

SELinux fi/R{E:

[root@servera " 1# getsebool -a |grep —-i ftp
ftpd _anon _write —> off

ftpd connect_all unreserved —> off
ftpd connect_db —> off

ftpd full access —> off
ftpd use cifs —> off
ftpd use fusefs —> off

ftpd use nfs —> off

ftpd use passive mode ——> off

httpd can connect ftp —> off

httpd enable ftp server —> off
tftp_anon write —> off
tftp_home dir —> off

[root@servera ~1# setsebool -P ftpd anon write on

BAREHERTH

[root@servera ~1# find /dev —type b

/dev/vdb

/dev/vdal

/dev/vda

[root@servera ~]# 11 /dev/vdb

brw-rw——. 1 root disk 252, 16 May 24 09:48 /dev/vdb

[root@servera ~1# 11 /etc/fstab
-rw-r—r—. 1 root root 427 Apr 4 2019 /etc/fstab

/dev/vda  /dev/vdb /dev/vdc /dev/vdd
/dev/vdal /dev/vda2 /dev/vda3 /dev/vdad
/dev/vdbl /dev/vdb2 /dev/vdb3 /dev/vdb4

[root@servera ~]# whatis fdisk

fdisk (8) - manipulate disk partition table

[root@servera ~]# whatis gdisk

gdisk (8) — Interactive GUID partition table (GPT) manipulator

LB TSSO ERRS
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partition table Fiff4rX3: MBR+BIOS

MBR:512 &35 446 (BootLoader)+64 (Partition table)+2 (AREAL)
Sector size (logical/physical): 512 bytes / 512 bytes

MBR 0 i858 —~ 5 X

FH KX 1-4 /dev/vdal /dev/vda2 /dev/vda3

FRESX 1 /dev/vda4

BHESX n /dev/vdab /dev/vda6

GPT+UEFI
MBR /X E B LAl 4 M EHK, GPT BAMRH (128)
MBR A3z 2TB
GPT XH KT 2TB

[root@servera ~1# fdisk -1 /dev/vda EFERLR X, MBR 4 X F
Disk /dev/vda: 10 GiB, 10737418240 bytes, 20971520 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: 0x16ale057

Device Boot Start End Sectors Size Id Type
/dev/vdal * 2048 20971486 20969439 10G 83 Linux
/dev/vda2 * 2048 20971486 20969439 10G 83 Linux

[root@servera ~1# 11 /dev/vda* W% X R

brw-rw——. 1 root disk 252, 0 May 24 09:48 /dev/vda

brw-rw——. 1 root disk 252, 1 May 24 09:48 /dev/vdal

HR:

AR A% ) 43 IX 30 MBR B4 X 3EAT Rl 22

Tk 1:

[root@servera ~1# partprobe /dev/vda R4 XFEF MBR K14 X BT EI
Tk 2:

[root@servera ~]# reboot
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[root@servera ~1# fdisk /dev/vdb B ¥ MBR 4 X FEHIREAL AT DAV B GPT 2y X FRemd At

Welcome to fdisk (util-linux 2.32.1).
Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Device does not contain a recognized partition table.
Created a new DOS disklabel with disk identifier 0x09863626.

Command (m for help): m FREUFEED

add a new partition FHE—NMHX

delete a partition JHE— 44X

print the partition table &7~ MBR X3

change a partition type By X 2RE

write table to disk and exit fRIFEEX

quit without saving changes  IBHIAFAE

create a new empty GPT partition table €& GPT 4rIX

KR o =2 + T a s

[root@servera " ]# whatis mkfs

mkfs (8) — build a Linux filesystem
[root@servera ~1# mkfs
mkf's mkf's. ext2 mkf's. ext4 mkfs.minix mkfs.vfat

mkfs. cramfs mkfs. ext3 mkfs. fat mkfs. msdos  mkfs. xfs
[root@servera ~]# RHEL7—RHEL8———xfs

[root@servera " ]# RHEL6—EXT4

[root@servera ~]# RHEL5—-EXT3

[root@servera ~]# mkfs.ext4 /dev/vdbl
mke2fs 1.44.3 (10-July-2018)
Creating filesystem with 262144 4k blocks and 65536 inodes
Filesystem UUID: de059b08-9dd5-4e73-baa9—-3cc7edc7bafa
Superblock backups stored on blocks:

32768, 98304, 163840, 229376

Allocating group tables: done
Writing inode tables: done
Creating journal (8192 blocks): done

Writing superblocks and filesystem accounting information: done

LEPER TINEIER O EARS &
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AN £59H inode Al block FEBHHE
262144 4k blocks
65536 inodes

Inode: TR SCAHJE M DL R H8 [H) SO SEAR 4T, ST AFE inode BEFFME, EREZ
#J block

Vi % HF-—inode—block

Inode R/NERINH 256 S

Block K/ 4096 15 HR: 314K

— AN 512M
—MHEZEAD HEH— inode F1I—A™ block
—block REEH—ANCHE S, block A KT/, 2EAIRSR

cloudshelledu

Inode

Type: — i@
Irw—r—r—

R EHEGE R, N
HATE R &G, inode FfH
JHIT inode {H PRIEFR B AH X
I SCAH B SR

Block SN Red Hat

[root@servera ~1# mkdir /mnt/ftpserver
[root@servera ~]# mount /dev/vdbl /mnt/ftpserver
[root@servera ~]# df -TH

Filesystem Type Size Used Avail Use% Mounted on
devtmpfs devtmpfs 407M 0 407M 0% /dev

tmpfs tmpfs 431M 0 431IM 0% /dev/shm

tmpfs tmpfs 431IM 12 420M 3% /run

tmpfs tmpfs 431M 0 431IM 0% /sys/fs/cgroup
/dev/vdal xfs 116 1.7G 9.1G 16% /

tmpfs tmpfs 8™ 0 8" 0% /run/user/0
/dev/vdbl ext4 1.1G 2.7M 951M 1% /mnt/ftpserver
[root@servera ~]# vi /etc/fstab

/dev/vdbl /mnt/ftpserver ext4 defautls 0 0
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[root@servera ~1# mount -a

[root@servera ~|# free -m

total used
available
Mem: 821 210
468
Swap: 0 0

[root@servera ~|# mkswap /dev/vdb6

free shared buff/cache
292 11 318
0
BB % LRI sy X

Setting up swapspace version 1, size = 500 MiB (524283904 bytes)
no label, UUID=16aa4e76—407d-4fdd-9570-£3346900a0b4

[root@servera ~1# swapon /dev/vdb6

[root@servera ~]# free -m

total used
available
Mem: 821 210
467
Swap: 499 0

[root@servera " ]# vi /etc/fstab

/dev/vdb6 swap

BLEEHEES

FIERZH X

free shared buff/cache

290 11 319
499
BEITHL B SR # X

swap defaults 0 0

LVM 4£#R Logical Volume Manager iZiEHESTHER
ARMFENRUEEREXRORRAFEE RS
LVM AT LA Bh R G EH RONNL A 5 B P 55 8 43 B Ak 25 16

LM AHRBIARIE
PV (Physical Volume)#jH#

YWEEHMAEERS X, WA RRGEA K RAID, & LWMERFMRRE, SHESKX

XA Z B &AE T LM RS

/dev/vdbl
/dev/vdb
/dev/md0

pvcreate
pvcreate
pvcreate

VG (Volume Group)#4H

BHRH MRS IMWEEHRAEN, A LR IREAN LM HX (B8R

LV (Logical Volume) 2%

BaEsde b, R—IMrERERE, EEEEZ FAIEXHRS
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LV1 LV2 LV3

VG fFf#its, N Z2ANEE A AL
vgecreate vgname /dev/vdb  /dev/vdcl

PV /dev/vdb  /dev/vdcl /dev/md0 ¥y¥E%:
pvcreate /dev/vdb pvcreate /dev/vdcl

[root@servera ~1# pvcreate /dev/vdb ABIEWFHE
Physical volume ”/dev/vdb” successfully created.
[root@servera ~1# pvdisplay EEWFHE
”/dev/vdb” is a new physical volume of ”5.00 GiB”
—— NEW Physical volume ——

PV Name /dev/vdb

VG Name

PV Size 5.00 GiB

Allocatable NO

PE Size 0

Total PE 0

Free PE 0

Allocated PE 0

PV UUID 98uxBg—TBKe—1zW1-230p—Rqf2-358Y-bT8him

[root@servera ~1# vgcreate myvg /dev/vdb BIEEEA
Volume group “myvg” successfully created
[root@servera ~1# vgdisplay BEEEH
—— Volume group ——

VG Name myvg
System ID

Format lvm2
Metadata Areas 1
Metadata Sequence No 1

VG Access read/write
VG Status resizable
MAX LV 0

Cur LV 0

Open LV 0
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Max PV 0

Cur PV 1

Act PV 1

VG Size <5.00 GiB

PE Size 4.00 MiB

Total PE 1279

Alloc PE / Size 0/0

Free PE / Size 1279 / <5.00 GiB

VG UUID RqTJb2-DPB1-17 jE-Zkb8-EtDm—u jtF—-QsIGOp

[root@servera ~1# lvcreate -L 1G -n cloudshelledul myvg AlI&—4 16 KZiEH
Logical volume “cloudshelledul” created.

[root@servera ~1# lvdisplay BEZHESE
—— Logical volume —

LV Path /dev/myvg/cloudshelledul

LV Name cloudshelledul

VG Name myvg

LV UUID 4N1CFa—Kw03-Vu3E-gNep—evLi—-al6d-mgyl9s
LV Write Access read/write

LV Creation host, time servera.lab. example.com, 2020-05-24 13:58:39 +0800
LV Status available

# open 0

LV Size 1.00 GiB
Current LE 256
Segments 1
Allocation inherit
Read ahead sectors auto

- currently set to 8192
Block device 253:0

[root@servera ~]# mkfs. ext4 /dev/myvg/cloudshelledul BB CHZRS
mke2fs 1.44.3 (10-July-2018)
Creating filesystem with 262144 4k blocks and 65536 inodes
Filesystem UUID: d4c205ca—cff8-433b—977f-cbb83d661a39
Superblock backups stored on blocks:

32768, 98304, 163840, 229376
[root@servera ~1# mkdir /mnt/cloudshelledul  GIEHEER &S
[root@servera " ]# mount /dev/myvg/cloudshelledul /mnt/cloudshelledul FEHER
[root@servera " 1# df -TH |grep cloud BEEELMEH KL
/dev/mapper/myvg—cloudshelledul ext4 1.1G 2.7M 951M 1%
/mnt/cloudshelledul
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[root@servera ~1# vim /etc/fstab KA
/dev/myvg/cloudshelledul /mnt/cloudshelledul ext4 defaults 0 0

[root@servera ~|# mount -av

BERETE, 5% EXT X RS
[root@servera ~1# vgs BHEEMERE— EER M
VG  #PV #LV #SN Attr VSize VFree
myvg 1 1 0 wz—n— <5.00g <4.00g
[root@servera ~1# lvextend -L 2G /dev/mapper/myvg—cloudshelledul
Size of logical volume myvg/cloudshelledul changed from 1.00 GiB (256 extents)
to 2.00 GiB (512 extents).
Logical volume myvg/cloudshelledul successfully resized.

[root@servera ~1# resize2fs /dev/mapper/myvg-cloudshelledul JH%& ext XHERS
IR

BEEY 2, X XS XHRS

[root@servera ~1# umount /mnt/cloudshelledul

[root@servera ~1# mkfs.xfs /dev/myvg/cloudshelledul

mkfs. xfs: /dev/myvg/cloudshelledul appears to contain an existing filesystem

(ext4).

mkfs. xfs: Use the -f option to force overwrite.

[root@servera ~1# mkfs.xfs /dev/myvg/cloudshelledul -f

meta—data=/dev/myvg/cloudshelledul isize=512 agcount=4, agsize=131072 blks
= sectsz=b12 attr=2, projid32bit=1

= cre=1 finobt=1, sparse=1, rmapbt=0
= reflink=1

data = bsize=4096 blocks=524288, imaxpct=25
= sunit=0 swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0, ftype=1

log =internal log bsize=4096 blocks=2560, version=2

= sectsz=b12 sunit=0 blks, lazy—-count=1
realtime =none extsz=4096 blocks=0, rtextents=0
[root@servera ~1# mount /dev/myvg/cloudshelledul /mnt/cloudshelledul
[root@servera ~1# df -Th

Filesystem Type Size Used Avail Use% Mounted on
devtmpfs devtmpfs 388M 0 388M 0% /dev

tmpfs tmpfs 411M 0 411IM 0% /dev/shm

tmpfs tmpfs 411 11M 400M 3% /run

tmpf's tmpfs 411M 0 411M 0% /sys/fs/cgroup
/dev/vdal xfs 106 1.5G 8.5G 15% /
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tmpfs tmpfs 83M 0 83M 0% /run/user/0
/dev/mapper/myvg—-cloudshelledul xfs 2.06 47 2.0G 3%
/mnt/cloudshelledul

[root@servera ~]# lvextend -L 3G /dev/mapper/myvg-cloudshelledul

Size of logical volume myvg/cloudshelledul changed from 2. 00 GiB (512 extents)
to 3.00 GiB (768 extents).

Logical volume myvg/cloudshelledul successfully resized.
[root@servera ~1# xfs growfs /mnt/cloudshelledul/ BB N
meta—data=/dev/mapper/myvg—cloudshelledul isize=512 agcount=4, agsize=131072
blks

= sectsz=b12 attr=2, projid32bit=1

= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1

data = bsize=4096 blocks=524288, imaxpct=25
= sunit=0 swidth=0 blks

naming =version 2 bsize=4096 ascii—ci=0, ftype=1

log =internal log bsize=4096 blocks=2560, version=2

= sectsz=b12 sunit=0 blks, lazy—count=1
realtime =none extsz=4096 blocks=0, rtextents=0
data blocks changed from 524288 to 786432
[root@servera ~1# df -TH

Filesystem Type Size Used Avail Use% Mounted on
devtmpfs devtmpfs 407M 0 407M 0% /dev

tmpf's tmpfs 431M 0 43IM 0% /dev/shm

tmpfs tmpfs 431M  12M 420M 3% /run

tmpfs tmpfs 431M 0 43IM 0% /sys/fs/cgroup
/dev/vdal xf's 116 1.7G 9.2G 15% /

tmpf's tmpfs 8™ 0 8 0% /run/user/0
/dev/mapper/myvg—cloudshelledul xfs 3.36 57 3.2G 2%
/mnt/cloudshelledul

BEEBRD: ext MHRGMEBEET IR  xfs XHERERIZEE LR
[root@servera ~]# df -TH

Filesystem Type Size Used Avail Use% Mounted on
devtmpfs devtmpfs 407M 0 407M 0% /dev

tmpfs tmpfs 431M 0 431IM 0% /dev/shm

tmpfs tmpfs 431M 12 420M 3% /run

tmpfs tmpfs 431M 0 431IM 0% /sys/fs/cgroup
/dev/vdal xfs 116 1.7G 9.2G 15% /

tmpf's tmpfs 8™ 0 8 0% /run/user/0
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/dev/mapper/myvg-cloudshelledul ext4 3.2G 9.5M 3.0G 1%
/mnt/cloudshelledul

[root@servera ~1# umount /mnt/cloudshelledul HEHIFXMHRSG

[root@servera ~1# resize2fs 1G /dev/myvg/cloudshelledul /N3RS
resize2fs 1.44.3 (10-July-2018)

open: No such file or directory while opening 1G

[root@servera ~|# resize2fs /dev/myvg/cloudshelledul 1G

resize2fs 1.44.3 (10-July-2018)

Please run ’e2fsck —f /dev/myvg/cloudshelledul’ first. /N2 EIERSGRN

[root@servera ~|# e2fsck -f /dev/myvg/cloudshelledul

e2fsck 1.44.3 (10-July-2018)

Pass 1: Checking inodes, blocks, and sizes

Pass 2: Checking directory structure

Pass 3: Checking directory connectivity

Pass 4: Checking reference counts

Pass 5: Checking group summary information

/dev/myvg/cloudshelledul: 11/196608 files (0.0% non—contiguous), 31036/786432
blocks

[root@servera " |# resize2fs /dev/myvg/cloudshelledul 1G Aill5E A% )E FRSCE R S
resize2fs 1.44.3 (10-July-2018)

Resizing the filesystem on /dev/myvg/cloudshelledul to 262144 (4k) blocks.
The filesystem on /dev/myvg/cloudshelledul is now 262144 (4k) blocks long.

[root@servera ~1# lvreduce -L 1G /dev/myvg/cloudshelledul
WARNING: Reducing active logical volume to 1.00 GiB.
THIS MAY DESTROY YOUR DATA (filesystem etc.)

Do you really want to reduce myvg/cloudshelledul? [y/n]: y

Size of logical volume myvg/cloudshelledul changed from 3. 00 GiB (768 extents)
to 1.00 GiB (256 extents).

Logical volume myvg/cloudshelledul successfully resized.
[root@servera ~1# mount /dev/myvg/cloudshelledul /mnt/cloudshelledul
[root@servera ~1# df -TH |grep cl
/dev/mapper/myvg—cloudshelledul ext4 990M 7.9M 912M 1%
/mnt/cloudshelledul

[root@servera ~1# pvdisplay
—— Physical volume —-

PV Name /dev/vdb

VG Name myvg

PV Size 5.00 GiB / not usable 4.00 MiB
Allocatable yes

PE Size 4.00 MiB

Total PE 1279
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Free PE 1023
Allocated PE 256
PV UUID 98uxBg—-TBKe-1zW1-230p—Rqf2-358Y-bT8him

PE (Physical extend) B3t
EYIEE R T R/AESHEECN G EE A B AL, B2 LM FHEF5& /N AL

LE (Logical extend) %k

FE—NEHF, LE FK/M PE RIK/MESE, I H——X M
[root@servera ~1# lvcreate -L 1G -n cloudshelledul myvg
[root@servera ~1# lvcreate -1 100 -n cloudshelledul myvg

LAB:

B — N HEES:

BHEEBMNAN database, BT datastore FH.

ZHEABRR/NA 50 MIEY FEH It (physical extent)

£ datastore BHBHAPHBER, HYHEP BEIC (physical extent) FIAR/MRCH 8MB.
fEH xfs SCHRGXFEBBEHITE R4

ZEAENZE RSB 3R B 38 /unt/database HFX T

/dev/vdb /dev/vdbl 2/b> 400M

pvcreate vgcreate lvcrate mount vi

[root@servera ~1# fdisk /dev/vdb
Command (m for help): n
Partition type
p primary (0 primary, O extended, 4 free)
e extended (container for logical partitions)
Select (default p):

Using default response p.

Partition number (1-4, default 1):

First sector (2048-10485759, default 2048):

Last sector, +sectors or +size{K, M, G, T,P} (2048-10485759, default 10485759): +1G

Created a new partition 1 of type ’Linux’ and of size 1 GiB.

Command (m for help): w
[root@servera ~# pvcreate /dev/vdbl
Physical volume “/dev/vdbl” successfully created.
[root@servera ~]# vgcreate datastore /dev/vdbl —-s 8M
Volume group “datastore” successfully created
[root@servera " ]# lvcreate -1 50 —n database datastore
Logical volume “database” created.
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[root@servera ~1# mkfs.xfs /dev/datastore/database
meta—data=/dev/datastore/database isize=512 agcount=4, agsize=25600 blks
= sectsz=b12 attr=2, projid32bit=1

= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1

data = bsize=4096 blocks=102400, imaxpct=25
= sunit=0 swidth=0 blks

naming =version 2 bsize=4096 ascii—ci=0, ftype=1

log =internal log bsize=4096 blocks=1368, version=2

= sectsz=512  sunit=0 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0
[root@servera ~1# mkdir /mnt/database
[root@servera ~1# vim /etc/fstab FFHLFEEERMBL
/dev/datastore/database /mnt/database xfs defaults 00
[root@servera ~1# mount -a I8iE/etc/fstab XL RE IEHFFIRE fstab XM
[root@servera ~1# df -TH |grep data IRiF
/dev/mapper/datastore—database xfs 4140  25M 390M 6% /mnt/database

FI\ELHE BTG
Stratis:

1 }WECE (Thin Provisioning)
2 i (Snapshot)

3 FFth (Pool)

BN

1

ZAER A, stratis—cli A stratisd B
stratis—cli stratis %
stratisd stratisd iR%

[root@servera ~]# yum install stratis—cli stratisd -y

2 & H stratisd REFAV.E B EIBIRS

[root@servera ~1# systemctl enable —now stratisd
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Filesysteml Filesystem2 Filesystemb Filesystem6

Filesystem3 Filesystem4 Filesystem? Filesystem8

1 g, QBRI RS
2 REALIRIR 2724

Pool 1 Pool 2
SSD+HDD SSD+HDD
/dev/vda /dev/vdb /dev/vdc /dev/sda /dev/sdb /dev/sdc

1 stratis Rig

blockdev JREHREH

filesystem

pool BEHE—ANEEAPES, WA ES, B—A K FiEih
[root@servera J# stratis pool list #FHIH

Name Total Physical Size Total Physical Used

[root@servera ~# stratis pool

create  destroy list rename

[root@servera ~# stratis pool create pooll /dev/vdb  flZh
[root@servera ~J# stratis pool list EFHAWEHL

Name Total Physical Size Total Physical Used

pooll 5 GiB 52 MiB

[root@servera ~J# 11 —d /stratis/pooll HFPHhfE/stratis HE FOIE—NTHX
drwxr-xr—x. 2 root root 6 May 24 15:21 /stratis/pooll

[root@servera ~J# stratis pool help EFHiH

usage: stratis pool [-h] {create, list, destroy, rename, add-data, add—cache} ...
stratis pool: error: invalid choice: "help’ (choose from’ create’, 'list’, 'destroy ,
"rename’, ' add-data’, ’add-cache’)

[root@servera ~J# stratis pool add-data pooll /dev/vdc  [A] pooll Mh¥shnERik &

[root@servera ~|# stratis blockdev list pooll ZEEith B A MR Huik 5%
Pool Name Device Node Physical Size State Tier
pooll /dev/vdb 5 GiB In-use Data
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pooll /dev/vdc 20 GiB In-use Data

[root@servera ~J# stratis filesystem create pooll filesysteml 7E pooll Jhf%E 44
ARG

[root@servera ~|# stratis filesystem create pooll filesysteml GIE RS, #h&
[root@servera ~# 11 /stratis/pooll/filesysteml
lrwxrwxrwx. 1 root root 9 May 24 15:32 /stratis/pooll/filesysteml —> /dev/dm—5

[root@servera ~# stratis filesystem list

Pool Name Name Used Created Device
UuUID
pooll filesysteml 546 MiB May 24 2020 15:32 /stratis/pooll/filesysteml

aldc8dbcd60744ffb353fbdd05a90d02

[root@servera ~J# lsblk —output=UUID /stratis/pooll/filesysteml TH XIERA
UUID

UUID

aldc8dbc—d607-44ff-b353—-fbdd05a90d02

[root@servera ~J# vim /etc/fstab

UUID=aldc8dbc—d607-44ff-b353-fbdd05a90d02 /webserver xfs

defaults, x—systemd. requires=stratisd. service 0 0

VERE: RS IMZIET, RGN B 2RI R
x—systemd. requires=stratisd. service IZWHEFEIINKI stratisd. service IR%S

{87 FH VDO J% 48 A7 A Bk 25 52 25030

RHEL8 N AZA M MEEL: DA & E3 2= (A A H 2
1 kvdo #¥& E48

2 uds H¥EEE

YR VML, VM2, VM3 it i SRR AR 36 &

Virtual Machinel Virtual Machine2 Virtual Machine3

Hypervisor—KVM

VDO KVDO UDS

Block Device Block Device Block Device
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22 VDO A
[root@serverb ~1# yum install vdo kmod-kvdo -y ‘23 VDO #AiEE

2% VDO %5

[root@serverc ~# vdo create ——name=vdol ——device=/dev/vdb ——vdolLogicalSize=50G
Creating VDO vdol

Starting VDO vdol

Starting compression on VDO vdol
—vdoLogicalSize=50G WIRE A TR EZH K/, VDO L& )R/ NFYIEE % 25 K/ (]

[root@serverc ~# vdo status ——name=vdol & FH vdo %, JEEXTMNILEE
VDO status:
Date: ’2020-05-24 16:20:35+08:00°
Node: serverc. lab. example. com
Kernel module:
Loaded: true
Name: kvdo
Version information:
kvdo version: 6.2.0.293
Configuration:
File: /etc/vdoconf. yml
Last modified: ’2020-05-24 16:19:27
VDOs:
vdol:
Acknowledgement threads: 1
Activate: enabled
Bio rotation interval: 64
Bio submission threads: 4
Block map cache size: 128M
Block map period: 16380
Block size: 4096
CPU-work threads: 2
Compression: enabled
Configured write policy: auto
Deduplication: enabled
Device mapper status: 0 104857600 vdo /dev/vdb

[root@serverc ~1# 11 /dev/mapper/vdol

lrwxrwxrwx. 1 root root 7 May 24 16:19 /dev/mapper/vdol —> .. /dm-0
[root@serverc ~J# mkfs.xfs /dev/mapper/vdol

meta—data=/dev/mapper/vdol isize=512 agcount=4, agsize=3276800 blks
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= sectsz=4096

attr=2, projid32bit=1

= cre=1 finobt=1, sparse=1, rmapbt=0
= reflink=1
data = bsize=4096 blocks=13107200, imaxpct=25
= sunit=0 swidth=0 blks
naming =version 2 bsize=4096 ascii—ci=0, ftype=1
log =internal log bsize=4096  blocks=6400, version=2
= sectsz=4096 sunit=1 blks, lazy—count=1
realtime =none extsz=4096 blocks=0, rtextents=0

[root@serverc ~J# lsblk —output=UUID /dev/mapper/vdol

UuID
b23c5e22-baec—4dae-b580-db81b5b39373

[root@serverc ~J# vim /etc/fstab
UUID=b23c5e22-5aec—4dae—b580-db81b5b39373 /vdol

defaults, x—systemd. requires=vdo. service 0 0

S5 UTE VT ) RN 2% B A7

DAS ELfZiEdE, (Rl

SAN FC-SAN IP-SAN FCoE , f&#ndh

NAS —ANMZE BRSO RS, it 2%

{FH autof's Ay AT RN EIEEA NFS 1) 25 17 i

NFS: Network File System
SEEL Linux A1 Linux
Linux fl Unix 2 |8 %Rt =

PEEE NFS R4 2%
[root@servera ~|# rpm —qa|grep nfs
libnfsidmap—2. 3. 3—-14. el8. x86 64
nfs—utils-2. 3. 3-14. e18. x86_64
sssd—nfs—idmap—2. 0. 0-43. e18. x86 64

servera

BRI 2%

[root@servera ~J# vim /etc/exports
A LEEHR

BA: FNLLECIPL (33501, 2402, B3
F=F: EHL 28 1P2 (341, 82, 343

TEh S IT MBI RN RARS &
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[root@servera ~J# vim /etc/exports. d/public. exports H5%E X ARSHCE 4
/public 172. 25. 250. 0/24 (rw, no_root squash) 192.168.0.0/24 (ro)

rw B25  no roo squash

root_squash root AP ViIAIHEE, # root FH P B NE S H A, BRIME

no_root_squash

ro Ak

[root@servera ~# systemctl enable nfs—server. service

[root@servera ~J# systemctl restart nfs—server. service

[root@servera ~# netstat -ntulp |grep :20

tep 0 0 0.0.0.0:2049 0.0.0.0:% LISTEN
[root@servera ~# systemctl stop firewalld. service

[root@servera ~# systemctl disable firewalld.service

it B NFS & Jifi - serverb
showmount — show mount information for an NFS server
[root@serverb ~# showmount —e servera. lab. example.com

Export list for servera. lab. example. com:
/public 192.168.0.0/24, 172. 25. 250. 0/24

[root@serverb ~J# mount servera:/public /mnt/nfsclient T 3%
[root@serverb ~1# df —TH |grep nfs
servera:/public nfs4 116 1.7G 9.2G 15% /mnt/nfsclient

[root@serverb ~1# vim /etc/fstab SEELIFHLEBIEERL, K AN
servera:/public /mnt/nfsclient nf's defautls 0 0

Autofs HBhHE#E RS-
1 HBhHEEEEY, G P R Sl B R, fil R U
2 AP AMEH B a3 B — B a5, <3 3hE1E GBRIAET a4 5 70%8h)

EEEe s e R M Gl S b 15w e e S = F A = B ST N N /4GS 1= Qo] Lok i
H a3

[root@serverb ~J# yum install autofs -y %3 autofs BAHE

[root@serverb ~]# systemctl enable autofs WEBIRGSHILEHE

[root@serverb ~]# systemctl restart autofs JBalIR5

[root@serverb ~J# vim /etc/auto.master  ERIE XM &S /mt/nfsclient
/mnt /etc/auto. public  ——timeout=60 —Z&iC &

[root@serverb ~# cp /etc/auto.misc /etc/auto.public ARk —ZRHCE LY
[root@serverb ~1# vim /etc/auto.public 1&g = ZHc B

nfsclient —fstype=nfs servera:/public
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[root@serverb ~# systemctl restart autofs

[root@serverb

[root@serverb

[root@serverb

[root@serverb

[root@serverb

file00
fileOl
file02
file03
file04
file0b
file06
file07
file08
file09

filelO
filell
filel2
filel3
fileld
filelb
filel6
filel?
filel8
filel9

“1# cd /mnt/

mnt]# 1s
mnt]# 1s

mnt]# cd nfsclient

nfsclient]# 1s

file20
file2l
file22
file23
file24
file2b
file26
file27
file28
file29

file30
file3l
file32
file33
file34
file3db
file36
filed7
file38
file39

[root@serverb nfsclient]# cd
“1# cd /mnt/

[root@serverb

[root@serverb

nfsclient

[root@serverb

[root@serverb

[root@serverb

[root@serverb

[root@serverb

[root@serverb

[root@serverb

[root@serverb

[root@serverb

£ile00
fileOl
file02
file03
file04
file05
file06
file07
file08
file09

Wit

Autofs+NFS+LDAP

filelO
filell
filel2
filel3
fileld
filelb
filel6
filel7
filel8
filel9

mnt]# 1s

mnt]# cd

“1# sleep 60

mnt]# cd

“1# sleep 60
“1# cd /mnt/

mnt]# 1s
mnt]# 1s

mnt]# cd nfsclient

nfsclient]# 1s

file20
file2l
file22
file23
file24
file2b
file26
file27
file28
file29

file30
file3l
file32
file33
file34
file3b
file36
file3d7
file38
filed9

file40
file4l
file42
file43
file44
filedb
file46
filed7
file48
file49

file40
file4l
file42
file43
filed4
filedb
file46
filed7
file48
file49

SCHLHI P 2% H 18

file50
filebl
fileb2
fileb3
fileb4
filebb
fileb6
fileb7
fileb8
fileb9

fileb0
filebl
fileb2
fileb3
fileb4
filebb
fileb6
fileb7
fileb8
fileb9

file60
file6l
file62
file63
file64
file6h
file66
file67
file68
file69

file60
file6l
file62
file63
file64
file6b
file66
file67
file68
file69

HahEERAy, A AR SEEL A shiR, Al UHE

TP e T INBRIPER R ARRS &

file70
file7l
file72
file73
file74
fileTb
file76
fileT7
file78
file79

file70
file71
file72
file73
file74
file75
file76
file77
file78
file79

ldap SEHLH R B

file80
file81
file82
file83
file84
file85
file86
file87
file88
file89

file80
file81
file82
file83
file84
file85
file86
file87
file88
file89

file90
file9l
file92
file93
file94
file9h
file96
file97
file98
file99

fil1e90
file9l
file92
file93
file94
file9h
file96
file97
file98
file99
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R P A AN H Y wang, uid &2 500, kS5 28wt A AN H Y wang, uid &2 501,
FH nfs PhUEFER nfs  server JEF I, GBI CHJE & 500 I8 & 501
g 2

Linux 52 H P UID
Sec=sys

LDAP SEEF P AR 2], fRAIEF F* UID — 8t

NFS-Server NFS—Client
Wang UID=501 Wang UID=500

1 Natasha 500
2 V%A UID Z&7F 500 fi ), NFS-Client Wang UID=500 uid=500

BHEEHESEFE  RH342 4 5 RiGEE BT RHCA iRFE
Feil: —UIESCfF, FE B RS AR DU e A R G

H—BrBt: Grub2 (SEFR Rt 0S)
1. RGTFHL
2. WEMEA
—. WEM R IET
. FHEINF EERELT. UG]S M5
=. MBR (Master Boot Record) 512 5 Fi[X 512 F71, (AL 0 iEsE—14
X 446 (Boot Loader)+64 (43X %) +2
3. BIOS & MBR
4. MBR 15| SF2EF (446 Boot Loader Grub) INEFINALE, AEm—MdRiE RS
5. Grub BEHUBEFLY X, #EI5]F3IX
Device Boot Start End Sectors Size Id Type
/dev/vdal * 2048 20971486 20969439 10G 83 Linux
6. Grub SEHLE & HIRCE X, BLE S VR ol ST ROZ WA 5] T R4t
/boot/grub2/grub. cfg 5| FFEF H SHCE XM
7. INEARZA RAMDISK SCAF, 51 AR FPIC B SO VR 51 S AR W AZ SR RAMDISK ST
&
5B
8. HAZNARGHIE it
systemd (1) —+-NetworkManager (711) —+— {NetworkManager} (723)
\ "—{NetworkManager} (725)

|—agetty (1328)
9. JfLL default. target FAETFAL
10. [root@servera ~J# 11 /usr/lib/systemd/system/default. target

lrwxrwxrwx. 1 root root 16 Feb 26 2019 /usr/lib/systemd/system/default. target
—-> graphical. target KAk
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11, system JH3 multi-user. target NIARSS

120 Blit/eto/stab 5 B SFFHLEHERIN B

13. H/ete/re. d/re. local & X RSB SEHNEPATHIMS
14, JB3h login F2 7

LAB1: servera serverb
YHIC ARG EH G (root) IS, U]k
[kiosk@foundation0 ~J$ virt-manager  FREFIEASHKEILHIENL, FHL—FFHL
1 RGHHUGE, UKRFEDG] PSRN 2T
2 NN e HEANECE S
3 ) linux FLMAT, 2 ro, #HOEFRKIE] o b, % ctrl+k HAEH, A w rd. break,
% ctrl+x Ak 5] T
4 HNLL T a4

chroot /sysroot Y3 &5

B2 root Y

touch /. autorelabel BEH RGN EF 3, R%: SELINUX HF/E, WS R FEME root %
MR, #AGE. autorelabel XfF, RFEMBLIIEM LR
5 ML T fr 24k 2 5] 3

T E, HEHEHEK

LAB2: 5| e hn%

[root@serverb ~J# vim /etc/grub.d/40 custom

set superusers=natasha

password natasha cloudshelledu

[root@serverb ~1# grub2-mkconfig —o /boot/grub2/grub.cfg
Generating grub configuration file ...

Done

LAB3: BE 5| SRR, fAEAEMEAL 0 MAALEE — X 446 775
[root@serverb ~1# dd if=/dev/zero of=/dev/vda bs=1 count=446
446+0 records in

446+0 records out

446 bytes copied, 0.000761655 s, 586 kB/s

[root@serverb ~]# sync

[root@serverb ~]# reboot PL_EAr 2 5| S

Rescue:
grub2-install /dev/vda fB5| SEF
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F+—EEPMNE L4 netfilter/firewalld
1 firewalld. firewall-config fl firewall—-cmd Bt B 3 A R 55 K 3%
41 SELinux 4% O HRid
RHEL6 IPTABLES
b7 K Hk, LG
[root@foundation0 ~J# systemctl status firewalld. service
a— firewalld. service — firewalld — dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld. service; enabled; vendor
preset: enabl>
Active: active (running) since Sun 2020-05-31 13:38:43 CST; 6min ago
Docs: man:firewalld(1)
Main PID: 919 (firewalld)
Tasks: 2 (limit: 67204)
Memory: 33.6M
CGroup: /system. slice/firewalld. service
a” 7 a” €919 /usr/libexec/platform—python —s /usr/sbin/firewalld

——nofork - nopid

firewall-config KL E RS ki
firewall-cmd FF I B BT K
[root@foundation0 ~]# firewall-cmd ——1list-all-zones 9 MXI%
block

target: %%REJECT%%

icmp—block—inversion: no

interfaces:

sources:

services:

ports:

protocols:

masquerade: no

forward-ports:

source—ports:

icmp—blocks:

rich rules:

dmz
target: default
icmp—block—inversion: no
interfaces:
sources:
services: ssh
ports:

protocols:
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masquerade: no
forward-ports:
source-ports:
icmp—blocks:

rich rules:

drop
target: DROP
icmp—block—inversion: no
interfaces:
sources:
services:
ports:
protocols:
masquerade: no
forward—ports:
source-ports:
icmp-blocks:

rich rules:

external
target: default
icmp—block—inversion: no
interfaces:
sources:
services: ssh vnc—server
ports:
protocols:
masquerade: yes
forward-ports:
source-ports:
icmp—blocks:

rich rules:

home
target: default
icmp—block—inversion: no
interfaces:
sources:
services: cockpit dhcpvb—client mdns samba—-client ssh

ports:
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protocols:
masquerade: no
forward-ports:
source-ports:
icmp—blocks:

rich rules:

internal
target: default
icmp—block—inversion: no
interfaces:
sources:
services: cockpit dhcpvb—client mdns samba—client ssh
ports:
protocols:
masquerade: no
forward—ports:
source-ports:
icmp-blocks:

rich rules:

libvirt (active)
target: ACCEPT
icmp—block—inversion: no
interfaces: brl privbr0O virbr0O virbrl
sources:
services: dhcp dhepv6 dns ssh tftp
ports:
protocols: icmp ipv6-icmp
masquerade: no
forward-ports:
source-ports:
icmp—blocks:
rich rules:

rule priority="32767" reject

public  ERINDXHE, RIS
target: default
icmp—block—inversion: no
interfaces:
sources:

services: cockpit dhcpvb—client ssh
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ports:
protocols:
masquerade: no
forward-ports:
source-ports:
icmp—blocks:

rich rules:

trusted (active)
target: ACCEPT
icmp—-block—inversion: no
interfaces: br0O ens160
sources:
services:
ports:
protocols:
masquerade: no
forward—ports:
source-ports:
icmp-blocks:

rich rules:

work
target: default
icmp—block—inversion: no
interfaces:
sources:
services: cockpit dhcpvb-client ssh
ports:
protocols:
masquerade: no
forward-ports:
source-ports:
icmp—blocks:

rich rules:

[root@servera ~J# cd /usr/lib/firewalld/
[root@servera firewalld]# 1s

helpers icmptypes ipsets services zones
[root@servera firewalld]# cd zones/
[root@servera zones]# ls

block.xml drop. xml home. xml public. xml
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dmz. xml external. xml internal.xml trusted.xml

H 78 SCIX 3

/usr/lib/firewalld/zones  Pjj k3&%4 /I TAEH 3%
/etc/firewalld/zones SEMAMAL, B XX HE SRS

[root@servera zones]# cp public.xml /etc/firewalld/zones/exam. xml
[root@servera ~J# vim /etc/firewalld/zones/exam. xml
<?xml version="1.0" encoding="utf-8”?>
{zone>
{short>exam</short>
{description>exam</description>
{/zone>

[root@servera " J# firewall-cmd ——reload EFINEEE
success
[root@servera ~|# firewall-cmd ——list-all-zones FHZ|IATE E XXk

exam

target: default

icmp—-block—inversion: no

interfaces:

sources:

services:

ports:

protocols:

masquerade: no

forward-ports:

source—ports:

icmp—blocks:

rich rules:
[root@servera ~J# yum install httpd -y
[root@servera ~J# systemctl start httpd
[root@servera ~J# systemctl enable httpd
[root@servera ~J# netstat -ntulp |grep :80
tcpb 0 0 :::80 Dok LISTEN
2338/httpd

[root@serverc ~J# curl http://servera. lab. example. com iz

curl: (7) Failed to connect to servera. lab. example. com port 80: No route to host
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[root@servera ~# firewall-cmd ——permanent ——zone=exam ——add-source

172. 25.250. 0/24

success [root@servera ~J# firewall-cmd ——reload

success

[root@servera ~# firewall-cmd ——permanent ——zone=exam ——add-service=http
success

[root@servera ~J# firewall-cmd ——reload

Success

[root@serverc ~J# curl http://servera. lab. example. com

curl: (7) Failed to connect to servera. lab. example. com port 80: No route to host
[root@serverc ~]# hostname —i

172. 25. 250. 12

[root@serverc J# curl http://servera. lab. example. com

Welcome to cloudshelledu Training !!!

[root@servera ~J# cd /etc/firewalld/services/
[root@servera services]# ls
rdp. xml
[root@servera services]# cat rdp. xml
?xml version="1.0" encoding="utf-8”?>
{service>
{short>rds</short>
{description>Remote Desktop Protocol</description>
<{port protocol="tcp” port="3389"/>
{/service>
[root@servera J# firewall-cmd ——permanent ——zone=exam -—add-service=rdp
success
[root@servera ~# firewall-cmd ——reload

Success

SELinux:

[root@servera J# vim /etc/httpd/conf/httpd. conf

Listen 8989

[root@servera ~J# getenforce

Enforcing

[root@servera ~J# systemctl restart httpd

Job for httpd. service failed because the control process exited with error code
See “systemctl status httpd. service” and ”journalctl —xe” for details.
[root@servera ~J# systemctl restart httpd

[root@servera ~# netstat -ntulp |grep :80

[root@servera ~# netstat -ntulp |grep :89
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tcpb 0 0 :::8989 Dok LISTEN
4789/httpd

[root@servera ~J# semanage port -a -t http port t —p tcp 8686

[root@servera ~|# semanage port —1|grep 8686

http port t tep 8686, 80, 81, 443, 488, 8008, 8009, 8443,
9000

F e dE AR A Linux
1§ Kickstart HzhZess
Kickstart SZ¥f LINUX R4t shik2edt
Kickstart SCHALE T B 2 B2 Fy o) 21 i) ) 25 22
RAGNTIX Wil 3 X WEEe Rl ROOT #89  MIZPCE 5 A SELINUX Al FIREWALL

FA L
5 55 i
Kickstart + DHCP + TFTP + VSFTPD

7 Ui

2 7% PXE:

PXE (Pre-boot Execution Environment) #&H intel WitHITH, ‘&R PALETHE LB M
25| S, P54 A client Fl server

PXE Client ZEM & ROM o, 4it405] S, BIOS 4% PXE Client #ANEMAT, I ER51S
SCHL, R Pk, PXE Client U E ALt i H#RAE RGUET ML N B A1z AT

1. BERREE M5 T RS, HitHEALGI 30, B IP ik ks At
——————— DHCP—Server
—. EE S imik gt 1P
= HIUFE G TRTP-Server 7EMF 5
2. ERAHABBCTEM L SRR
——————— TFTP-Server
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Kickstart HEML RG22 R K.

PXE Client | | TFIP Server | [ DHCP Server ]
AR TP L -
> EEAEE
:| f13k BPxE
- oy Client A9
IEE] TP I bootstrapfI {2 B DHCPIES?

R EZEbootstrap

-
-,

EISIEEEREEI ] (blksize)?

Ei=s

ZiEbootstrap

; HiTboot strap (prelinux. 0)

EREEREY
{ pxelinux. cf g /<IF_ADDER>)

[ sEREXH

| HPBEER RS
TEREEIEL inuxi%

FIiELinux=E

EREIELinued B34 R

FIELinxtR RS

4 43 DHCP IR %5 %% :

[root@servera J# yum install dhcp-server tftp—server vsftpd -y
[root@servera J# vim /etc/dhcp/dhepd. conf

# A slightly different configuration for an internal subnet

# A slightly different configuration for an internal subnet
subnet 172.25.250.0 netmask 255.255.255.0 {

range 172.25.250.100 172. 25. 250. 200;

option domain—name ”lab. example.com”;

option routers 172.25.250. 254;

next—server 172. 25.250. 10; #TFTPServer 45 #% 1 Huhlk
filename “pxelinux. 0”; #4551 T30

default-lease—time 600;

max—lease—time 7200;
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P 5 TFTP R 5545

[root@servera ~J# mount 172.25.254.250:/content /mnt/

[root@servera ~J# cd /mnt/

ansible2. 8/ courses/ manifests/ rhel/ rhel8. 0/ slides/
boot/ ks/ materials/ rhel7.0/ rhtops/ ucf/
[root@servera ~J# cd /mnt/rhel8.0/x86 64/isos/

[root@servera isos]# ls

rhel-8. 0-x86_64-dvd. iso

[root@servera isos]# mount rhel-8.0-x86 64-dvd.iso /media/
[root@servera isos]# cd /media/

[root@servera medial#t 1s

AppStream EULA images RPM-GPG-KEY-redhat—-beta
Base0S extra files. json 1isolinux RPM-GPG-KEY-redhat-release
EFI GPL media. repo TRANS. TBL

[root@servera medial# cd isolinux/
[root@servera isolinux]# 1s
boot. cat grub.conf  isolinux.bin 1ldlinux.c32 1libutil.c32 splash. png
vesamenu. c32
boot.msg initrd.img isolinux.cfg libcom32.c¢32 memtest TRANS. TBL
vml inuz
[root@servera isolinux]# cp —rf * /var/lib/tftpboot/
[root@servera J# yum install syslinux—tftpboot -y
[root@servera J# cp /usr/share/syslinux/pxelinux.0 /var/lib/tftpboot/
[root@servera J# cd /var/lib/tftpboot/
[root@servera tftpboot]# 1s
boot.cat  initrd.img ldlinux. c32 memtest TRANS. TBL
boot.msg  isolinux.bin libcom32.c¢32 pxelinux.0 vesamenu.c32
grub. conf isolinux.cfg 1libutil.c32 splash.png vmlinuz
[root@servera tftpboot]# mkdir pxelinux.cfg
[root@servera tftpboot]# cp isolinux.cfg pxelinux. cfg/default
[root@servera tftpboot]# chmod 755 pxelinux.cfg/default
[root@servera tftpboot]# vim pxelinux. cfg/default
label bestvdc webserver
menu label “bestvdc webserver
kernel vmlinuz
append initrd=initrd. img inst. stage2=hd:LABEL=RHEL-8-0-0-Base0S—x86 64 quiet

label bestvdc mailserver
menu label “bestvdc webserver
kernel vmlinuz
append initrd=initrd. img inst. stage2=hd:LABEL=RHEL-8-0-0-Base0S—x86 64 quiet

label bestvdc dbserver

menu label “bestvdc webserver
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kernel vmlinuz
append initrd=initrd. img inst. stage2=hd:LABEL=RHEL-8-0-0-Base0S—x86 64 quiet

menu end

[root@servera ~# systemctl enable tftp. socket

Created symlink /etc/systemd/system/sockets. target. wants/tftp. socket at’
/usr/lib/systemd/system/tftp. socket

[root@servera ~# systemctl restart tftp. socket

[root@servera ~# netstat -ntulp |grep :69

udp6b 0 0 :::69 Dok
1/system
P& YOM IR 55 28 -

[root@servera ~]# cd /media/

[root@servera medial# cp —rf * /var/ftp/pub/

[root@servera ~J# systemctl enable vsftpd

Created symlink /etc/systemd/system/multi-user. target.wants/vsftpd. service af’
/usr/lib/systemd/system/vsftpd. service.

[root@servera ~|# systemctl restart vsftpd

[root@servera ~# systemctl stop firewalld. service

[root@servera ~# systemctl disable firewalld.service

HfThootstr ap (pxelinux.0)

EREZRCE Y
( pxelinux. cfg /<IP ADDR>)

mkdir pxelinux. cfg

vim pxelinux.cfg/default

1% KICKSTART A< :

[root@servera ~J# s

anaconda—ks. cfg my—httpd. pp my—httpd. te original-ks.cfg

[root@servera ~J# cp anaconda—ks.cfg /var/ftp/webserver. ks
[root@servera ~J# vim /var/ftp/webserver. ks

#version=RHELS

ignoredisk ——only—use=vda

# System bootloader configuration

bootloader —append="console=ttyS0 console=ttyS0, 115200n8 no timer check
net. ifnames=0 crashkernel=auto” ——location=mbr ——timeout=1 ——boot-drive=vda
# Clear the Master Boot Record

zerombr

# Partition clearing information
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clearpart ——all ——initlabel

# Reboot after installation

reboot

# Use text mode install

text

# Use network installation

url —url="ftp://172. 25. 250. 10/pub/Base0S
url —url="ftp://172.25. 250. 10/pub/AppStream
# Keyboard layouts

# old format: keyboard us

# new format:

keyboard —vckeymap=us —xlayouts="

# System language

lang en US. UTF-8

# Network information

network ——bootproto=dhcp ——device=link ——activate
# Root password

rootpw redhat

# System authorization information
auth ——enableshadow ——passalgo=sha512
# SELinux configuration

selinux ——enforcing

firstboot ——disable

# Do not configure the X Window System
skipx

# System services

services ——disabled="kdump, rhsmcertd”

—enabled="sshd, NetworkManager, cloud-init, cloud-init-local, cloud-config, cloud—f

inal, rngd, chronyd”
# System timezone

timezone America/New York ——isUtc

# Disk partitioning information

part / —fstype="xfs” ——ondisk=vda ——size=8000

%packages

@core

openssh
openssh-server
openssh-clients
wget

%end
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%post

cat > /etc/sysconfig/network-scripts/ifcfg—eth0 << EOF
DEVICE="eth0”
BOOTPROTO="dhcp”
BOOTPROTOv6="dhcp”
ONBOOT="yes”
TYPE="Ethernet”
USERCTL="yes”
PEERDNS="yes”
IPV6INIT="yes”
PERSISTENT DHCLIENT="1"
EOF

# set virtual-guest as default profile for tuned

echo “virtual-guest” > /etc/tuned/active profile

# generic localhost names
cat > /etc/hosts << EOF

127.0.0.1 localhost localhost. localdomain localhost4 localhost4. localdomain4

i1 localhost localhost. localdomain localhost6 localhost6. localdomain6

EOF

# clean up installation logs”
rm —rf /var/log/yum. log

rm —rf /var/lib/yum/*

rm —rf /root/install. log

rm —rf /root/install. log. syslog
rm —rf /root/anaconda—ks. cfg
rm —rf /var/log/anaconda*

%end
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